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ABSTRACT

More and more network bandwidth and processing poweavailable in mobile
devices enable networking between users beyond weicalls and text messaging.
Context information, which characterises the situabn of an entity, will become
an essential resource for novel networked applicains. It will bring ease of use
to the mobile devices, as services can be dynamlgatonfigured according to
the context information. Context information is esgcially important on mobile
devices, as the context of the device is usuallysal the context of its user.
Furthermore, an increasing number of devices are agpped with sensors, e.g.
with integrated GPS chips, to obtain versatile infomation of their environment.
This thesis provides an overview of the sources alontext information, its
categorisation, related work on context distribution, as well as standardisation
of representation formats for context data. This povides a solid basis for the
rest of this thesis. User aspects considering thewelation of personal context
information are discussed, and consequently, an ieative model for leveraging
context-aware services is delineated. Finally, a pof-of-concept implementation
of two context-related software components is preseed: first, a middleware for
distributing context information, and second, a naigation application on top of
the middleware. The navigation application acts as graphical user interface
for group-based context-aware communication and sealess inter-application
cooperation. The analytical results consist of quanative evaluation, involving
functional testing and delay analysis, and qualitave evaluation, involving user
testing. The concepts of group-based context disknition and inter-application
cooperation were found functional and useful.

Keywords: context-awareness, distributed systems, epr-to-peer networks,
incentive models, supernetworking.
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TIIVISTELMA

Entistd nopeammat yhteydet ja suurempi suoritinteho mobiililaitteissa
mahdollistaa  verkottumisen  puheluiden ja  tekstivieBen  liséksi.
Kontekstitiedosta, joka luonnehtii kayttdjan tai esneen tilannetta, tulee
olennainen resurssi, jota uudet verkotetut sovelluket kayttavat. Se tuo
helppokayttoisyyttd mobiililaitteisiin, kun palveluita voidaan dynaamisesti
muokata kontekstitiedon mukaan. Kontekstitieto on etyisen tarkeaa
mobiililaitteissa, koska laitteen konteksti on yleasd sama kuin sen kayttajan
konteksti. Lisdksi laitteet ovat yhd& enenevassa méaa varustettuja sensoreilla,
esimerkiksi  GPS-siruilla, voidakseen hankkia monipolista tietoa
ymparistostddn. Tama diplomityd antaa yleiskatsauksn kontekstitiedon
luokittelusta, kontekstilahteista, aiemmasta tydstéakontekstinjaon saralla ja
kontekstitiedon esitysmuodon standardoinnista. Tamamuodostaa vahvan
perustan diplomitydn loppuosalle. Kayttajanakokulmaa koskien
henkilokohtaisen kontekstitiedon paljastamista kagellddn, ja taman
seurauksena kannustinmalli kontekstitietoisten paleluiden edistamiseksi
kuvaillaan. Lopuksi prototyyppitoteutus kahdesta kmtekstiin liittyvista
ohjelmistokomponenteista esitelldén: ensin valikewsohjelmisto kontekstitiedon
jakamiseen, toiseksi sen paalla toimiva navigointivellus. Navigointisovellus on
seka graafinen kayttoliittyma& ryhmépohjaiselle konekstitietoiselle viestinnalle
ettd saumattomalle sovellusten valiselle yhteistoimmalle. Analyyttiset tulokset
koostuvat kvantitatiivisesta evaluoinnista kattaentoiminnallisen testauksen ja
viiveanalyysin, seka kvalitatiivisesta evaluoinnigt kayttajatestien muodossa.
Ryhmapohjainen kontekstinjako ja sovellusten valina yhteistoiminta todettiin
toimiviksi ja hyodyllisiksi.

Avainsanat: kontekstitietoisuus, hajautetut jarjeselmat, vertaisverkot,
kannustinmallit, superverkotus.
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1. INTRODUCTION

Context-awareness in mobile devices is emergingmgaoed with desktop
environment, context data is plentiful and changfésn in the mobile environment.
Context describes the situation of the mobile devand its user. First, context-
awareness is promoted by sensors which are ineshrat mobile phones, e.g.
integrating GPS chips in mobile phones facilitatesation-awareness. Second,
mobile phones today are as powerful and connectessfast as on personal
computers a few years ago. There can be multigpdicapions running on a single
mobile phone at the same time. Third, in practsmobile phone is always with the
user, thus, the context of the mobile phone isstlu®e as its carrier. These facts
enable context-awareness to make its way into tokilenworld. The issue in the
future seems to be not how to gather context datadther how to process, refine
and utilise the data coming from various sources fimeaningful manner.

User interaction may be needed to benefit from tloatext provided. An
alternative is that context is used to bring fatltomatic services. This reveals the
real potential of context-awareness, being esggdiaportant on mobile devices,
where the means of input and output are oftendichitn addition to my context data,
also other people’s context data may be used if dre willing to reveal it. The
guestion considered in this thesis is how to imprease-of-use by using context
data of a group, especially in inter-applicatioomeration.

This thesis represents a chain of context, beginfrim context data production,
going through context data distribution to actudisation of context. The studies on
basic concepts have been strongly affected by th& of Professor Anind Dey [1].
Interoperability aspects are regarded with camgesistandardisation is needed for
different systems to be able to inter-communicig¢ensive analysis on the basics of
context and context-awareness and related worlootext data distribution provides
a solid basis for the rest of the thesis, includhmgcontribution of the author.

It is claimed that the technical solutions for @xtdata distribution are not
sufficient. In addition, promoting user willingness reveal their context data is
needed. A solution for this issue, an incentive ehddr leveraging context-aware
services, is presented. As there are incentivessiource sharing, usually file sharing
in peer-to-peer environment, there probably hadsetincentives also in context data
sharing. Revealing one’s personal context data beyhindered if there are no
incentives for promoting this kind of behaviour.dfy human has a basic need for
reciprocity [2]. Thus, this thesis presents an mtive model for leveraging context-
aware services. As people begin to reveal and share of their personal context
data, also new possibilities emerge for applicatitmvelopers to innovate novel
context-aware services.

This thesis covers the whole context chain in tvaotpin a resource restricted
mobile environment. On the one hand, a mobile carae/are peer-to-peer plug-
and-play middleware manages gathering and distobudf context data. On the
other hand, a context-aware navigation applicatitiises the context data provided
by the middleware. It also acts as a graphical ustsrface for peer-to-peer
functions. One important aspect of the middlewarenabling context-aware inter-
application cooperation. The functions of the mgdehre along with the context-
aware navigation application are validated in bgtantitative and qualitative
testing.
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Thus, the goals of this thesis can be concludepragding a discussion of the
basics of context, context-awareness, and conttet distribution to present: first,
an incentive model for leveraging context-awarevises, and, second, middleware
accompanied with a context-aware navigation apjpdica capable of inter-
application cooperation. These two parts are wdegether as the middleware can
be considered as the future platform for implemmnthe incentive model.

The author has been responsible for studying thetedk work in the field of
context-aware computing. Based on these studiesadthor has developed the idea
of an incentive model. Furthermore, the authorduwadributed to the implementation
of the middleware in its context distribution amderr-application cooperation parts.
Additionally, the author has implemented the cotitaxare navigation application.
The quantitative testing concerning context disititn was conducted by the author.
The qualitative testing regarding both context ridbstion and inter-application
cooperation was conducted in concert with othezaeshers.

The rest of the thesis is organised as followsptdra2 presents the background
and context data production. Chapter 3 providesvanview on various frameworks
for distributing context data as well as the stadsldor interoperability. Chapter 4
presents an incentive model for leveraging condewdire services. Implementation is
discussed in chapters 5, 6, and 7. First, in ch&pta mobile context-aware peer-to-
peer plug-and-play middleware is presented. Seciondhapter 6, a context-aware
navigation application built on top of the middle&as examined. Third, chapter 7
provides evaluation of the implementation. Chaptdiscusses the system and future
work. Finally, chapter 9 summarises the thesis.
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2. CONTEXT DATA PRODUCTION

This chapter consists of five parts. First, in mec®.1, background of concepts and
context data production are discussed. In secdts2.3, 2.4, and 2.5 basic context
types — identity, time, activity, and location -ealiscussed in more detail.

2.1. Background
2.1.1. Context and Context-Awareness

Before further examining context-awareness, thecbe@ncepts are defined. There
are several definitions of context. Schilit and iiler were one of the first to briefly
define the three important aspects of context \gitbstions “where you are”, “who
are you with”, and “what resources are nearby”. Tinst question represents
location, the second one user’s social situatiod, the third one, e.g. printers in the
vicinity of the user. On the other hand, they deftontext-awareness as the ability to
respond to the changing conditions of the envirammE] Some of the previous
work has defined context merely by enumerating eptas[4][5]. Some definitions
simply describe context as environment or situatiomme consider the context from
the viewpoint of a computer, some from that of aryand others from that of an
application. Pascoe [6] defines context #se“subset of physical and conceptual
states of interest to a particular entity”.

Dey and Abowd claim that these definitions are stract and have given their
definition for context: any information that can be used to characterigediuation
of an entity. An entity is a person, place, or objhat is considered relevant to the
interaction between a user and an application, udahg the user and applications
themselves.Further on, they define a system context-awdirét ‘Uses context to
provide relevant information and/or services to tser, where relevancy depends
on the user’s task.[7] For example, a meeting application is coni@wire if it can
access colleagues’ calendar information but ndtéan access the current location
that is irrelevant considering the user’s task. 'Begfinition will be used, as it does
not restrict context to specific enumerated valugtsgives the application developer
a freedom to define appropriate types of contextlie needs of the application and
the situation.

2.1.2. Categorisation of Context Data

After defining context and context-awareness, i @ be decided which of the
myriad of context types should be discussed. Thesefcontext types have to be
categorised and focus areas selected to be distusseore detail. Location is the
most common context type in context-aware appbeeti[7]. As mentioned in the
previous section, Schilit asks the questions “whahere”, and “what resources”.
Chen et al. interpret this as a division of coniata three categories:

1. Computing Context

2. User Context

3. Physical Context
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Computing context is, e.g. connectivity (Bluetoo/LAN) and processor
availability. User context defines the user poiftvaeew, for example the social
situation. Physical context is, e.g. lighting aedthperature. Chen [8] adds a fourth
category, time, which enablentext historytracking which is useful in some
applications.

Ryan et al. [5] enumerate four context types dbswi the environment of a
computer: location, time, temperature, and usentitfe Dey slightly modifies the
list of Ryan et al., suggesting that the most ingodr context types are location,
identity, activity, and time. These are presentedniore detail at the end of this
chapter. The context types answer to questiomBo?” (identity), “where?”
(location),“when?” (time), and‘what?” (activity). These are the primary context
types meaning that other types of context may lerned from these types. The
inferred context types are referred to as secondangext types. [7] This thesis
mainly focuses on primary context types, identibgation, and activity, and their
derivatives, presence, and supported interactions.

2.1.3. Context-Aware Application Feature Categorisation

In addition to categorising context, context-awapplication features, too, may be
categorised to help application developers. Schtlial presented two criteria for
categorisation, first, whether the user is to esti information or to execute a
command, second, whether this action takes pladematically or manually.
Applications that retrieve information manually atassified aproximate selection
applications. For example, user may choose onbeoptinters in proximity. These
printers may be weighted according to locatioAutomatic contextual
reconfiguration is information-based but executes automaticallgr Example, a
mobile user may enter WLAN hotspot area, causirgdiange in communication
context being notified for the useZontextual commandsxecute actions manually
but based on context information. Print command,ifigtance, would print to the
nearest printerContext-triggered actionautomatically execute actions, e.g. when
user enters the WLAN hotspot area, a file tranisfenoved from cellular connection
to WLAN connection. [3]

Pascoe proposes his taxonomy for context-awarecagiphs. It is highly similar
to the categorisation by Schilit et al. The firglature discussed by Pascoe is
contextual sensingvhich is very close to proximate selection but tiser does not
select one of the context items. The second feator@extual adaptatianmaps to
context-triggered actions. The third featurepntextual resource discovery
corresponds to automatic contextual reconfiguratioime fourth and final feature,
contextual augmentatiomowever, means the coupling of real and virtuatlavoAs
an example, Pascoe mentions a tour guide applic#tat presents information to a
tourist who is approaching an attraction. [6]

Dey and Abowd propose combining the two categadsatdiscussed above. They
treat information and services in a similar fashidhey present three categories of
features that a context-aware application can suppost, context information and
services may be directly presented to the user,l@gtion information or printing
service. Second, context-awareness can be usedowde service without user
interaction. This truly makes context-awarenessnate ease of use. For example, a
search can be assisted automatically if the locatidormation of the user is
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available: the query engine automatically combities search term “shop” and
user’s location, so the nearby shops are listed iiir the results. Third, tagging of
context to information supports later retrievalg.ehistory information of user

location and time in each location is stored. Latgrpictures taken with camera may
be placed in the correct position on the map withhelp of history information. [7]

2.2. ldentity Context

Identity may be the most essential piece of contgermation. Namely, if there is
knowledge of all the context information except fbe identity, then the context
information is worthless and has no use becauss otintext data has to be linked to
some entity. Context information is always relevantd specific to at least one
entity. On the other hand, if all the other contgata is unavailable, identity context
on its own can be used to provide valuable inforomatFor example, it may be
enough to only know whether a specific resourcg. fde) exists; but knowing only
location context hardly helps if there is no idgnlinked to it.

Schilit and Theimer categorises identities basedheir spatial characteristics.
Identities are divided into (geographic) locatiepdndent and independent (e.g. web
page). Location dependent entities may be furthedioided into entities in one
location (e.g. buildings) or mobile entities (eugers with mobile phones). [4]

2.3. Time Context

Davies et al. have built a context-aware touristigwsystem. In addition to location,
the guide system uses time in various ways. Fe@te of the places can only be
visited during some (arbitrary) hours. Thus, infaton of available tourist
attractions is dynamic and a web page describiegatiraction can be constructed
accordingly. A second example is that the appearaha café menu depends on not
only the language of the user, but also the timgagf [9]

Thus, time can be associated with objects in tleesway as location. Time is
useful when history information of an object isamted and used for deducing also
future context for that particular object, e.g.alydroute to the place of work can be
predicted to remain the same every working day.eTisnalso needed for tagging of
context to information for later retrieval, whichaw the third context-aware
application feature defined by Dey and Abowd. Araraple of this is Conference
Assistant. It enables retrieving conference predmm notes, lecture slides, and
attached media after the conference. The ConferAssistant will be presented in
more detail in the next chapter.

2.4. Activity Context

Activity is the description of what is happeningtire situation. Examples of activity
context usage are given in both related work anglédmentation part of this thesis.
In short, in Conference Assistant, activity reféosidentifying presentations and
demonstrations taking place in different locatidkeeping track of colleagues, and
taking and retrieving notes on presentations.
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In the implementation part of this thesis, mostblesactivities are the applications
that the users are running on their mobile devicedled supported interactions.
They are used as multiple users set up a sessmna &/0lP call. Also, biometric
sensor data, such as heart rate context, is gdtlare may be exploited by the
applications.

2.5. Location Context

Hightower and Borriello discuss location systems @asic concepts extensively.
Location information may be either physical (alsmWwn as geometric) or symbolic.
Physical location represents the location by priagdhe coordinates in a coordinate
system. An example of physical information is 63243 N by 100°10'10” E. On
the other hand, symbolic location represents thation by providing an abstraction,
which is often more human-understandable but alebiguous. An example of
symbolic location is “home” or “bus number 4”. Ldicam may also be divided in
absolute and relative. Absolute location systens tise same frame of reference for
all located obijects, i.e. it uses a single cootdirgystem. In relative system, each
object can have its own frame of reference, ijgaae is relative to other landmarks.
[10]

Location, whether physical or symbolic, absoluterelative, can be obtained in
many ways. There are three basic techniques foitigmuag. The first one is
triangulation, which can be done via lateratiomogulation. Lateration uses distance
measurements between known points (e.g. GPS), ahargulation measures angle
or bearing relative to points with known separatidine second technique is
proximity, which measures nearness to known refarepoints (e.g. Ekahau,
Skyhook). The third alternative is scene analygisere a view is examined and
compared with the views in a database. [10]

The best known and most widely used positionindesgss probably GPS. It is
based on trilateration, i.e. lateration with thresference points. In the GPS
positioning system, the reference points are the&dllites of which 21 are active.
At any location on earth, there are always at l&astsatellites above the horizon. In
the implementation of context-aware navigation mapilon presented in chapter 6,
the location obtained from a GPS sensor is the wieile context type. Since GPS
is, in practise, only usable outdoors, other positig methods are needed for indoor
coverage.

Assisted GPS (A-GPS) eases positioning in mobilecds by using an assistance
server to decrease latency. Assistance serveréstaltake some of the processing
load that would be burdening the mobile deviceha hormal GPS system. The
server has an access to a GPS reference netwosd&B may be relayed via an A-
GPS server to the mobile device much faster thaactdly from the satellites.
Accuracy is in the magnitude of a few metres. [11]

Cellular positioning has been leveraged by the E-8thndate in the US, which
orders that every mobile phone calling to the emiecy number must be locatable.
There are several methods for positioning in catlaletworks, including cell identity
(CI), timing advantage (TA), uplink time of arrivllUL-TOA), enhanced observed
time difference (E-OTD), and A-GP&I is based on the positions of cell towers.
The accuracy is quite poor (from 50 metres to 3bnketres), however, but the
advantage is that there is no need for an addltiegaipment installation in either
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mobile phones or cell towers. In cellular syste&,is a parameter, the value of
which is directly proportional to the distance frdine cell tower. Thus, the accuracy
of ClI improves to 100-200 metres as the distanom fthe cell tower is obtained.
Furthermore, the accuracy may be increased bydatiag a method where the cell
sector is known. Two of the solutions, UL-TOA andOHD, are based on
triangulation. In the first, the signal is measuosdits way from the mobile phone to
the cell tower, whereas in the second, the signalgasured on its way from the cell
tower to the mobile phone. They both have an acguch 50-200 metres. In third
generation networks, a couple of variations of éxsting positioning methods
emerge. First, Idle Period Downlink Observer Timiéfddence of Arrival (IPDL-
OTDOA) is an adaptation of the E-OTD method. Se¢dtwnd Trip Time (RTT)
method is similar to TA. However, RTT is more actar [12]

Indoor positioning is trickier compared with thetdoor one. The reasons for this
are the complexity of radio signal propagation #melad hocnature of deployed
infrastructure. Currently, there are the followipgsitioning alternatives emerging:
solutions using an existing infrastructure (e.g. AM) and solutions using an
infrastructure intended solely on the purpose dfitmming. The first solution uses
signal strength comparison with calibration dag, pattern recognition methods are
used to find correlation between the measured bgjnength and the pre-measured
signal strengths mapped into their correct positiofor example, Skyhook and
Ekahau have developed products based on WLAN, wdnieralso viable in outdoor
use. The second solution either achieves accuosiégning with tags, e.g. RFID, or
triangulation. Unfortunately, using tags requiraslding extensive infrastructure.
The alternative, triangulation using reliable tiwfearrival measurement, is
problematic indoors, because multipath propagatbrthe radio signal severely
hinders accurate positioning. [13]

After obtaining location information from the soasc described above, the
information must be represented in a meaningful.v@yen Geospatial Consortium
(OGC) has defined Geography Markup Language (GMLnbdel and interchange
geographic information in XML format. GML is curriy in ISO standardisation
process. GML defines different profiles, e.g. ayveimple Point Profile for
representing coordinates without the need for impgrthe whole GML grammar.
The Point Profile is used later in this thesis imiateroperable geographic location
description format. More complex profiles are cdpatf representing geographic
information with lines and vectors. [14]
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3. CONTEXT DATA DISTRIBUTION

Context information is produced from different stes, such as sensors and user
input. On the other hand, the information is consdrny different sinks, for example
applications and users. Many challenges emerdeegsaroducer and the consumer do
not reside in the same computational entity. Thigracteristic of different
computational entities generates a distributedesystn which communication takes
place using asynchronous transactions. There hezent challenges in a distributed
system, further discussed in the following sectidnsaddition to these challenges,
the distributed data itself, context informatiommshsome special characteristics
compared with general resources (such as fileobjatts), namely context is entity-
dependent. That is, as explained in the previoapten, context information has to
be linked to an identity to make sense. This fagtlies that privacy issues are of
particular importance. Sensitive context informatimust be secured when it is
transferred in the network.

This chapter describes the basic concepts of cod&a distribution, and why it is
a challenge in the mobile environment. Solutions dontext data distribution are
examined. The focus is on standardisation whickcrigcial for interoperability
between entities. Utilisation of context data iscdissed in chapters 5 and 6.

3.1. Background

Before plunging into the specifics of context ddiatribution, some of the basic
concepts are explained. Distributed computing, heotdmputing, peer-to-peer, and
middleware are in the scope of this thesis.

3.1.1. Distributed Computing

Distributed computing, in opposition to centralisecbomputing, means a
programming model in which the services, data dgdrighms are run on several
computational entities. Coulouris et al. [15] defistributed system as ‘system in
which hardware or software components located atwaoeged computers
communicate and coordinate their actions only bysspag messagés The
consequences of this definition are concurrencgxigtence of global clock, and
independence of failures. The system can be seeremsloosely coupledThe
purpose of a distributed system is to share ressuwhether hardware (e.g. printers)
or software (files, databases).

The challenges identified by Coulouris et al. aggelogeneity, openness, security,
scalability, failure handling, concurrency, anchgparency. The variety of networks,
hardware, software, and programming languagesesdeaterogeneity. Openness is
vital for interoperability between the componenteni different manufacturers.
Security of information sent in the network can &ehieved via encryption. A
distributed system should be scalable so that gdu#nv resources does not choke its
operation. Failures in independent entities shaelchandled gracefully. Concurrent
requests for resources are inevitable in a mu#i-esvironment. Transparency helps
application developer by hiding the details of $ggtem. [15]
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According to the definition of Tanenbaum and vaeeSt [16], ‘a distributed
system is a collection of independent computersdppears to its user as a single
coherent system”Along with computer network hardware, this ddfon more
closely relates a distributed system to the usdrsaiftware, which, in fact, are an
integral part of any computing system. Tanenbaumntiles the goals of a
distributed system asonnecting users and resources, transparency, @gs=hand
scalability. These are related to the challenges by Coulaire. Tanenbaum and
van Steen have defined eight different types ofsparency, presented in Table 1.

Table 1. Different types of transparency

Transparency | Description

Access Hide differences in data representation leowd a resource is
accessed

Location Hide where a resource is located

Migration Hide that a resource may be moved tolardbcation

Relocation Hide that a resource may be moved tthandocation while in
use

Replication Hide that a resource is replicated

Concurrency Hide that a resource may be sharedebgral competitive
entities

Failure Hide the failure and recovery of a resource

Persistence Hide whether a resource is in memooy alisk

The most widespread example of a distributed sysetine Internet, “the network
of the networks”. Wikipedia provides a descriptmfithe Internet in a nutshellThe
Internet is the worldwide, publicly accessible ratwof interconnected computer
networks that transmit data by packet switchingngghe standard Internet Protocol
(IP).” [17] The Internet and its services (web, e-mad.)etre accessible from
heterogeneous devices (e.g. mobile phones, deskbogputers), heterogeneous
operating systems (e.g. Windows, UNIX, Symbian)fedent applications (e.g.
browsers, e-mail clients), and different users.

3.1.2. Mobile Computing

Mobile networks are a natural place for a distidusystem since every user carries
a personal mobile device. When the users, and lilietiee devices, are inter-
connected, a distributed system with separate ctngpuentities is formed.
Compared with a distributed system consisting afktigp computers, in mobile
distributed system, there are intrinsically addiibchallenges. The most important
one of them is mobility. Mobility leads to a dynamanvironment which has to be
considered, e.g. iad hocnetworking. Additional challenges are that moliévices
have low processing power, they have limited bgtt&pacity, and although they
might have a plethora of connection possibilittes, bandwidth is often limited.

On the other hand, the advantage of mobility i$ tha device is carried with its
user and therefore the context of the mobile deigi@ the same time the context of
its user. This takes context-awareness to a newl leempared with desktop
computing.
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3.1.3. Peer-to-Peer Networking

The work in the Application Supernetworking projestfocused on peer-to-peer
(P2P) networking. In a peer-to-peer system, comgupower and bandwidth of the
participants in the network is used. This is qtlite opposite to the organisation of a
client-server architecture in which server or atieely low number of them handle
the computing. In P2P, there are no clients oressriput equal peers. The benefit is
that there is no single point of failure. In adulitj a peer-to-peer system is more
scalable as every new joining peer provides ressui@ the network.

Harjula et al. divide peer-to-peer solution inteet generations [18]. Napster is an
example of the first generation peer-to-peer. Tirg fieneration P2P is actually a
mixture of client-server and peer-to-peer paradighie resources are distributed on
peers but there is central indexing for resoursealiery. Thus, shutting down the
indexing servers would paralyse the whole netwdhis leads to the development of
the next generation P2P. Gnutella is an examplhisfsecond generation peer-to-
peer in which indexing of resources is decentrdlise this model, the search queries
are flooded in the network, creating overhead. Evghe resource existed in the
network, it is not necessarily found if it resides far from the peer that started the
query. This is because the search queries are pecoed with a time-to-live
parameter that determines the number of hops  gaartake in the network.

The third generation peer-to-peer combines the fiisne®f the previous
generations. The system is hierarchical in theeséimst some of the peers with high
bandwidth and processing power are promoted torpapes. An ordinary peer seeks
out a superpeer and sends queries through it. Arpapr relays queries to other
superpeers, which in turn have knowledge of theuess of the ordinary peers
connected to them. This decreases the stress aretiverk. Skype is an example of
the third generation peer-to-peer.

Often, the result of multiple users using a peepder application is a peer group.
For example, the users of a file sharing applicatam a peer group. A peer group
is a group of cooperating users to achieve a congoah A peer group can be either
global (e.g. users of a photo sharing communitylpoal (e.g. an instant messaging
contact list which is personal to every user). fidle of peer groups is emphasised as
there emerges a need for the context informatiastladr user. For example, rules for
distributing and revealing context could be pe@ugrspecific. Still, the peer groups
are not in the focus of this thesis.

3.1.4. Middleware

There are many definitions for middleware but thissis uses the one closely linked
to the concept of distributed systems. Middlewadldrasses the challenges set for
distributed computing. ObjectWeb defines middlewase ‘the software layer that
lies between the operating system and the appbication each site of the
[distributed] systeni. [19] Thus, middleware consists of two componerigst,
middleware services provide services for the appibns. Second, middleware
technologies are using the underlying system talidle to provide those services.
Examples of different “sites” in mobile environmeare easy to find: each mobile
phone is a separate site. Figure 1 clarifies the od middleware in a distributed
system [16].
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Figure 1. The role of middleware in a distributed system.

Middleware abstracts underlying distributed sysfemctions so that application
development is easier. Middleware offers high-leeelmmunication facilities,
naming service, persistence of storage, distributadsactions, and security for
applications. Communication facilities enable ascdsansparency. Naming is
necessary for service discovery. Persistence mesiogage solutions. [16]
Middleware can also be used to optimise the utibsaof resources, especially if
there are many applications running on top of thddieware. The services are
offered through a common application programminigriace (API). The services
might include, e.g. context-aware functions: in mekenvironment, middleware
could gather information from different sensorsfine and provide it for the
applications.

Communication in the network between middleware ponents also takes place
using common protocols. This is needed for disteturansactions. There are a few
models to implement such communication: first, thstributed transactions may
take place using remote procedure calls (RPC). @hables calling procedures in a
different process (which may be located on a diffiérmachine) passing only the
procedure signature along its parameters. Secamdpdissing references more
conveniently, remote method invocation (RMI) wadraduced. In RMI, it is
possible to pass systemwide object referencesd Ttiere is a message-oriented
model, in which the problems of pass-by-referemcBPC and RMI are avoided by
only communicating with messages. This thesis cungges on message-oriented
model that is transient, i.e. messages are noedtbut the receiver has to be
prepared to accept the message when it is serdddition, the message-oriented
model is asynchronous, in which case the senderceoatinue its work even if the
receiver is still processing the message. Thisre®féeloose coupling and a failure-
tolerant environment for the middleware componeRtsurth, there is a streaming
alternative for real time multimedia transfer. [16]

3.1.5. Challenges in Context Data Distribution

Context data distribution significantly increasd® tamount of network traffic,
especially if implemented in a point-to-point mannee. context data is transferred
directly from the context data producer to the eghtdata consumer. A centralised
server for gathering context data and handling iphislg of and subscription for
context data would decrease the network burdeli, th® amount of traffic remains
a challenge in mobile environment with slow netwadnnections and mobility
bringing lots of updates on (location) conteihere is no simple remedy. However,
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it would alleviate the problem to update only théormation that has changed and
only the information to which the mobile deviceg @ubscribed. In fact, there has
been standardisation work concerning this areaghvisi discussed later.

3.2. Related Work

A context distribution system may be based on astiag architecture or may be
built from a scratch. The first example introdu@es existing presence delivering
system that could be extended with other contdatimation. In addition, the mobile

middleware solution presented in chapter 5 is base@ framework that was not
originally designed for distributing context. Thier solutions, Context Toolkit and
JCAF, are mainly designed for distributing contiekormation. The Context Toolkit

and JCAF were chosen since they had working prpé&styouilt on top of the context
distributing platform.

3.2.1. Presence Service

Instant messaging (IM) is real-time textual comnoatibn between multiple,
traditionally two, users. Most IM systems offer i@gence service to indicate other
users whether one user is available for commurmicair not. The presence service,
further discussed in the following sections, miglet extended to exchange other
context information in addition to presence. Thas Ibeen suggested by a prestigious
standardisation body, Internet Engineering Task&QETF) [20].

Presence service is a good candidate for contestrilaition since instant
messaging has gained popularity during the recesirsy In practise, there are
already instant messaging systems providing conigermation in addition to
presence, e.g. Meetro [21] introduces location-anass in instant messaging. In the
following, a standard for presence service is priesk The market leaders in instant
messaging, AOL AIM, Microsoft Messenger, GoogleKklTand Yahoo Messenger
are probably going to follow the same path as Meetventually extending their
repertoire of context types beyond presence.

Presence is described dbe willingness and ability of a user to commurecaith
other users on the network[22] It may be deduced from the primary context
information of the user. Request for Comments (RELA8 memorandum describes
a model for presence service and instant messagimaarchitectural overview is
presented in Figure 2. [23]

Presence Service

Watcher

Fetcher Subscriber
Poller

Presentity

Figure 2. Overview of a presence service.
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In this systempresence informatiors transferred between the entities. There is a
presence servepresence serviceand two types of clients, a presentity and a
watcher. Apresentityprovides presence information to be stored antfiloiged,
whereas avatcherreceives presence information from the servicetheamore, the
watcher is either a fetcher or a subscribefetgherpulls presence information from
the presence server. A special case poléer that fetches information on a regular
interval. On the other hand,sabscriberis pushed with presence information. All it
has to do is to subscribe for presence informatibthe desired presentity and the
presence service will deliver presence informatiorthe subscriber as it becomes
available. [23]

Traditionally, presence has had the meaning of pisene availability, i.e. whether
the phone is “on-hook” or “off-hook”. This is actlyathe status of the phone, but it
may be used to deduce the availability of the uskerthe phone. In instant
messengers, presence is usually in textual forg,“away”, “offline”. Users may
add a personal text to specify further their stafilse presence may also be set
automatically, e.g. after 10 minutes of keyboard amouse inactivity the status may
change from “online” to “away”. In fact, a betteestription of this function would
be “availability” instead of “presence”.

Rishi has observed the problem of presence seriricesasing the volume of data
traffic in the network. A change in presence of ame user is notified to all the
subscribed users. This can be called@s to many presence effeand it applies to
context distribution as well. [24] A presence seevcomplying with client-server
paradigm is not the only option. Peer-to-peer pgradis used in a successful
commercial instant messaging and VolP applicati®kype, in which presence
information is scattered in the network instea@ @entral server. The only server in
the Skype network is for user authentication dudiogging in. Supernodes offer
NAT and firewall traversal capabilities, and act emiters for network traffic
between ordinary nodes. [25] Other context inforamatould be distributed in the
Skype network in the same way as presence infoomati

3.2.2. Context Toolkit

Salber et al. enumerate four different reasonsvior using context is difficult. First,
context is acquired from unconventional sensorso8&, context must be abstracted
to make sense for the application. Third, it mayabguired from multiple distributed
and heterogeneous sources. Fourth, it is dynandcoviercome these difficulties,
Salber et al. propose a software frameworiContext Toolkit- to make building
context-aware applications easier. [26] The Contégblkit supports common
features required by context-aware applicationgtwa and access of context,
storage, distribution, and independent executiamfrapplications. The toolkit
provides three abstractions: widgets, interpretens] aggregators. It also provides
services and discoverers. [27] The use of the QGonfmolkit is explained
accompanied with an illustrative example, Confeeessistant [28] application.
The Context Toolkit configuration for Conferencesfséant application is described
in Figure 3.
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Figure 3. Context architecture for Conference Assistant.

Conference Assistant helps conference attendeeadetuify presentations that
interest them, keep track of colleagues, and takeratrieve notes. The information
is displayed and entered using a Personal Digitsgistant (PDA). Conference
schedule is displayed for the user, highlighting ithteresting events. When the user
selects one of the sessions and enters the rooniei@ace Assistant automatically
displays the name of the presenter and the titiln@fpresentation. It also indicates
whether audio or video is recorded, which affebts user’s need to take notes. The
user can view the current presentation slide orPRi#\, and if she decides to take
notes, they are attached to the currently displagfielé. After the presentation has
ended, the user may control the presenters dispidyview the slide of which she
wants to ask a question. The user may also semdhement of his colleagues and
their levels of interest. Based on this contexbiinfation, the user can choose the
most appropriate presentation.

The Context Toolkit retrieves context informatioorh contextwidgets They hide
the complexity of actual sensors from the applaratin Conference Assistant, there
are widgets for gathering context information abeath presentation space as well
as about each user. For example, the Location Widgthers information from
iButton Reader. The information is abstracted vatigregators Aggregators are
responsible for the context of a single entity, thg Presentation Aggregator gathers
information from several widgets, including the Btion Widget. In turn, context
interpretersmay be used by applications to make sense ofnfloenation gathered
by widgets. Interpreters abstract low-level contéxtormation into high-level
information. There is the Recommend Interpreter dogating recommendations
about presentations of interest. The Conferencestasg only communicates with
the aggregators to gather context data and thepneters to make it more
meaningful, without the knowledge of underlying allst e.g. how the user is
located.

Some of the components of the Context Toolkit avé present in Conference
Assistant. First,services are components that execute actions on behalf of
applications. For example, turning on a light may & service that multiple
applications use and therefore it could be provitlgdthe framework. Second,
services useactuatorsto reflect the changes to the environment. Sesviegh
actuators, i.e. output, operate as counter-pantgdgets with sensors, that is, input.
Finally, discoverersare responsible for holding a registry of the tdlgees of the
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framework. The other components notify discoverdrsheir existence as they are
started. The applications can find out these comaptnby querying the discoverer.

Each of these components is autonomous. The comisoan be instantiated on
multiple computing devices. The communication bemvéhe components is based
on HTTP and XML. The only requirement for the conmaation architecture is that
the platform supports TCP/IP. The implementationglsage is Java, but the
mechanisms used are independent from the progragniamguage. The drawback of
the Context Toolkit is its scalability as the numb&components increases. [1]

All of the context types (location, id, time, adtyy are present. In addition, all
types of context-aware services described in stiose®.1.3 are provided. First,
information and services are presented to the disectly, e.g. schedule is displayed
with interesting presentations highlighted. Secamhtext-awareness can be used to
provide service without user interaction, e.g. whke user enters the room, the
presentation slides are displayed on his PDA. Thiabging of context to
information supports later retrieval, e.g. aftex tonference the user may search for
notes limiting the search in specific presentatmoms.

3.2.3. Java Context-Awareness Framework

Java Context-Awareness Framework (JCAF) is a sydtendistributing context

information and providing services for context-agvaapplications. There is no
central server but the system works in a looselypt=nl peer-to-peer fashion, which
prevents a single point of failure. JCAF is a gaheurpose, robust, modifiable,
event-based, and secure architecture. JCAF is ms$igo be modifiable and
extensible at runtime. In addition, applicationg &oncerned with the quality of
context information. JCAF uses a Java programmingehfor the deployment of
context-aware applications. The JCAF runtime irftagure is illustrated in Figure
4. In the deployment setup, each Context Servicesgonsible for handling context
in a specific environment. [29]
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Figure 4. Example of a run-time configuration of the JCARfiwork.
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A Context Clientcan either request context and get it as a synolhoresponse,
or subscribe for context and be notified asynchusho when updates become
available. Clients can also have type-based syiisnts, in which case they can
receive updates of an entity of a specific typeCéntext Servicabstracts sensor
data to a higher level, providing context informatiabout entities. Context Service
withholds anEntity Container,to which an entity has been added, handles tke lif
cycle of the entity, andransformergshat correspond to interpreters of the Context
Toolkit. Context Monitorsacquire context information from sensors, @ohtext
Actuatorschange the environmental setting, analogouslyitge&is and services in
the Context Toolkit.

A drawback of JCAF is its language-dependency;lemgntation language is
Java. However, the creators of the framework cldimat a pure Java-based
framework is valuable as there is no need for gpeadntext modelling or mark-up
languages.

An example of an application built on top of tharfrework is Awarephone. Using
Awarephone in a hospital environment, nurses mayaod a physician with minimal
interruption of his current activity, by letting @hnurses be aware of the social
context of the physician even if they are not cmated. Compared with instant
messaging systems, Awarephone improves the concyste real-life presence with
the presence notified for colleagues by mediatingsgnce from other location
(Bluetooth, infrared, and WLAN) and electronic calar markings. With
Awarephone, the users may call the contact lissgreor send a written message
with a certain priority. The message can be readsafitable time when the person is
available. Awarephone software is a Context Cliantthe JCAF framework.
Awarephone software is connectedAwareness Servicthat manages messaging
and contacts, and handles the events originatomg ffontext Services. Monitors in
the system are using location sensors. Actuat@ mponent that changes the
presence status. A simple implementation of Awapephwas tested in a hospital
environment. Feedback from the personnel proved répleone feasible, though
concerns were expressed about revealing locatfommation. [30]

3.3. Standardisation

Interoperability is one of the key challenges imtext distribution. Standards are
evolving to address the issue of interoperabilgyween the entities of a context data
distribution network. Unfortunately, proprietary plementations, e.g. instant

messaging services by strong players, developedréethe standards were

established. In addition, there are commercialaesdor proprietary solutions, the

most obvious one being preventing competitors feortering the network. This is,

however, obstructing the end user communicationrbgting separated isles in form
of closed instant messaging networks. In this sactstandardisation of signalling

protocol as well as an extensible context infororatrepresentation format is

discussed accompanied with examples. The focus isepresentation format and

extensibility.
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3.3.1. Signalling Protocol

As described before, a presence service may bendedeto transfer also other
context information. Session Initiation ProtocolRy[31] is an application-layer
control (signalling) protocol for creating, modifig, and terminating sessions with
one or more participants. In addition to its orain intended purposes such as
Internet telephone calls, SIP was seen as a viahfesfer protocol for presence
information. [32]

An IETF working group, Instant Messaging and PmeseProtocol (IMPP), has
defined requirements for a presence and IM semwideFCs [33][23]. One of the
group’s proposals for a transfer protocol was &ker on, there was a proposal to
extend SIP to instant messaging and presence.prtymsal was named SIP Instant
Messaging and Presence Leveraging Extensions (SBYIRt. uses subscribe/notify
functionality of SIP protocol to convey presencen A&ntity subscribes to the
presence information of another entity and is retifas updates on the other entity
become available. Additionally, SIMPLE defines mgy management mechanisms,
capability querying from server by client, and nese lists (i.e. IM contact lists).
SIMPLE implements the Common Profile for Preser@eR) [34] and fulfils all the
requirements in [33].

There are competitors for SIMPLE. One of them, parostandard alternative, is
called Extensible Messaging and Presence Proto¢MPP). XMPP was first
developed as a protocol for the Jabber network. RMBs also been standardised by
IETF. Google Talk is built on XMPP and its Jingkdension (used for streaming and
file sharing) protocols but also uses some of vts @xtensions. In addition to open
standard competition, SIMPLE faces many strong metgry protocols, such as
AOL AIM, Microsoft Messenger, Yahoo! Messenger, &kipe. There have been
some efforts to make the IM products by Microsoitl & ahoo! interoperable, but the
protocols are unlikely to be fully opened. The o$enultiple protocols has already
been possible with thingarty messengers such as Trillian or Gaim.

3.3.2. Representation Format

The most interoperable format is definitely XML, i is widely adopted. It is
human-readable, thus messages may be understdooutvgophisticated tools. The
downside is performance issues: first, bandwiddgasmay become a problem since
XML is space consuming compared with binary form&scond, XML parsing
consumes a great deal of processing power. Howekerparsing issue may be
alleviated by new processors, in the design of hie load of XML parsing is
taken into consideration.

The most prominent XML-based formats, in which teah data may be carried,
are Resource Description Framework (RDF) and Poeskrformation Data Format
(PIDF). RDF is a W3C specification. The idea igrtake statements about resources
in triples as subject-predicate-object expressidus.example statement could be
“user Alice has the location of 65°43'21” N by 120°10” E“, where “user Alice”
is the subject; “has the location of’ is the prediic and the coordinates are the
object. The statements would be gathered togathewrtext data. [35] PIDF, in turn,
is an IETF specification. The focus from this pofotward is on PIDF and its
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extensions, e.g. location object extension PIDF-N@xt, PIDF will be described in
more detail.

3.3.3. PIDF with Extensions

Presence Information Data Format (PIDF) is a datglgad description format,
originally intended to carry presence informatitlPP Model and Requirements
documents are used as a starting point. For maxim@toperability, presence is
represented in XML format. PIDF is protocol-indegent in a way that any protocol
that can carry MIME types or XML can carry PIDF.MIME type is registered for
PIDF: “application/pidf+xml”. PIDF is extensible tmther context types in addition
to presence. XML Schema for PIDF is provided in A&pgix 1. [36] An example
payload presenting two tuples containing presenckel@cation information is given
below:

<?xml version="1.0" encoding="UTF-8"?>
<presence xmlIns="urn:ietf:params:xml:ns:pidf"
xmins:im="urn:ietf:params:xml:ns:pidf:im"
xmins:myex="http://id.example.com/presence/"
xmins:gp="urn:ietf:params:xml:ns:pidf:geopriv10"
xmlns:gml="urn:opengis:specification:gml:schema-xs d:feature:v3.0"
entity="pres:someone@example.com">
<!-- 1st tuple: presence -->
<tuple id="bs35r9">
<status>
<basic>open</basic>
<im:im>busy</im:im>
<myex:location>home</myex:location>
</status>
<contact priority="0.8">im:someone@mobilecarrier .net</contact>
<note xml:lang="en">Don't Disturb Please!</note>
<timestamp>2001-10-27T16:49:29Z</timestamp>
</tuple>

<!-- 2nd tuple: location -->
<tuple id="sg89%ae">
<status>
<gp:geopriv>
<gp:location-info>
<gml:location>

<gml:Point gml:id="point1l" srsName="epsg: 4326">
<gml:coordinates>37:46:30N 122:25:10W</g ml:coordinates>
</gml:Point>

</gml:location>
</gp:location-info>
<gp:usage-rules>
<gp:retransmission-allowed>no</gp:retransmi ssion-allowed>
<gp:retention-expiry>2003-06-23T04:57:297
</gp:retention-expiry>
</gp:usage-rules>
</gp:geopriv>
</status>
<timestamp>2003-06-22T20:57:29Z</timestamp>
</tuple>
<note>I'll be in Tokyo next week</note>
</presence>
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PIDF elements are associated with the XML namespaname
“urn:ietf:params:xml:ns:pidf’. The root of the pagd object is <presence> element.
It may contain one or more <tuple> or <note> eletsiehe <presence> element
must have an “entity” attribute to identify whonetpresence information concerns.
The <tuple> element consists of a mandatory <stateement, an optional
<contact> element, an optional <timestamp> elemang an optional <note>
element.

The <tuple> element includes an “id” attribute whis used to distinguish the
tuple from other tuples. There may be multiple égple.g. if presence is derived
from multiple devices. <status> element containteast one child element, which
may be <basic>, and optionally <contact> and <n@ements. If the child element
is <basic>, it indicates the availability for comnmication, and holds a value, either
“open” or “closed”. The <status> element may alstdha context item (other than
presence), as PIDF document may be extended witimeglts from other
namespaces. The <contact> element contains a URheofontact address with an
optional “priority” attribute to state precedendeome contact means over another.
The <note> element usually contains a human-readaishment.

One extension to PIDF is location object (PIDF-L@n extension solely for
location is justifiable since location is one o€ thasic context types, and in addition,
location context is concerned with privacy aspeBt®F-LO conveys geographic
location information within an object that includaser’'s privacy and disclosure
preferences in a secure manner. PIDF-LO extendsdtatus> element of PIDF with
an element called <geopriv>. There are two subaisnender geopriv: <location-
info>, for storing one or more chunks of locatioformation, and <usage-rules> for
defining the usage policy for the location info.tBof these elements are mandatory.
[37] The second tuple in the example contains lonahformation.

The <location-info> element encapsulates one oremohunks of location
information. PIDF-LO does not define any format lilmcation itself since there exists
formats for this purpose. The format of locatiofiormation is identified by the
imported XML Schema. To ensure interoperability,ist necessary to select a
baseline format for the location information. Geaggry Markup Language (GML)
3.0 is selected to be this format. The simplestkpge of GML, “feature.xsd”
schema, is used as it requires little mark-up tes@nt basic coordinate points.
Feature resides in “urn:opengis:specification:gohlesna-xsd:feature:v3.0". [37]

The <usage-rules> element may contain fields fimitihg retransmissions,
limiting retention, and containing a reference tdeenal rulesets. There are also
optional elements, <method>, for providing the metlof positioning (e.g. DHCP),
and, <provided-by>, for describing the suppliertlois location information (e.g.
operator). In addition to location object, this diseextends PIDF to contain heart
rate, time, speed, altitude, temperature, and stggbdnteractions. The detailed
description of such a payload accompanied with aamgle is presented in
chapter 5.

The PIDF RFC enumerates different security thredsesdropping, corruption,
tamper, and replay attacks. As the payload is mosdbably encrypted as a whole
and a MIME type has been defined for PIDF, S/IMIM&ems appropriate for
securing the messages. Timestamps may be usebasscgorotection against replay
attacks. All PIDF implementations that support KilL Schema extensions for
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location information must support S/MIME. Additidlya all applications must
implement the AES encryption algorithm for S/MIMBY]

To decrease bandwidth consumption, especially énntiobile environment, only
partial presence information could be updated. s purpose, there is PIDF
Extension for Partial Presence (PIDF-diff). Firshe full PIDF document is
delivered. After that, partial updates on that doeot may be sent, adding,
removing, or replacing content. PIDF-diff will noause interoperability problems
even if it is not implemented in the basic CPP ewers and gateway can simply
choose not to use it. [38]

Internet Engineering Task Force (IETF) ratifiesemietworking technologies and
methodologies as open standards after succes€ukr@aew processes. An Internet
standard begins as &mternet draff which may then be published as a Request for
Comments (RFC) memorandum. Along its way, an RFCoisstantly facing peer
scrutiny. RFCs that are to become Internet staisdarel put on the standards track.
PIDF and PIDF-LO RFCs are on the trackpasposed standardgsituation in the
beginning of the year 2007). After at least two ependent and interoperable
solutions exist, they have a chance to becaradt standards If the successful
operation continues showing technical maturity,nthbbe RFCs may become
(Interne) standards[39]

It may be concluded that PIDF is a viable choicebt® used for context
distribution. First, it is easily extensible to ewvcontext types beyond those
presented in RFCs. For example, it is highly umjikbat there will ever be an RFC
for heart rate or altitude. Second, interoperab#ispects have been emphasised in
the design: peer review process is to ensure ther@ ambiguity in the specification,
PIDF is not constrained to a single protocol, andLXhas been chosen as the
description format for its wide acceptance. Thipdyacy concerns are taken into
account, especially in PIDF-LO. These charactessshould offer an excellent basis
for emerging non-proprietary commercial implemeotad.
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4. INCENTIVE MODEL FOR LEVERAGING CONTEXT-
AWARE SERVICES

This chapter presents an incentive model for leyiatgacontext-aware services. The
chapter is organised as follows: section 4.1 desesribackground. Section 4.2
describes the concept of the incentive model aceomed with an illustrative

example. Section 4.3 determines calculus. Sectidn pfovides implementation
guidelines and an example. Discussion is provideskction 4.5.

4.1. Background

Technological solutions for context distributionveabeen getting a great deal of
attention in the research communities during tloemeyears. Some examples were
presented in the previous chapter. How fancy tlcesg¢ext distribution models may
be, in everyday use, however? Context data is ledya voluntarily revealed to
other users, comparable with the phenomenon ofreeealing valid presence
information in instant messaging. This delays and@st prevents the development
of new context-aware services and applicationsrdJs@rpeersif the social context
contains peer groups — expect to gain somethirexamange for sharing resources;
in other words, they expect reciprocity [2]. Thewref, it can be assumed that also in
the case of context-awareness, users expect tosganmething for revealing their
context.

There are existing incentive models for sharingpueses in peer groups [2][40].
However, these do not address the special chaistierof context data sharing,
such as context-entity dependency. Context infdonais entity-specific, whereas
resources in general, e.g. files, may belong to emtity. This has the corollary of
privacy aspects being important. Having clarifiéx tdifference between context
information and resources in general, a novel itteenrmodel for leveraging context
services can be introduced.

4.2. Incentive Model for Context Data
4.2.1. Benefits

Incentive model leverages context services by caitgigg users in different context
levels. In essence, the users are induced to reweal context information by
rewarding them according to their revelation levidie users get the more rewards,
the higher they are in the category. Thus, revgationtext information becomes
more appealing. Applying this model, revealing embtis expected to contribute to
the emergence of new context services.

All the players on the mobile field benefit froming the incentive model. The
first players are the device manufacturers, whditpby selling phones and other
devices with advanced technology (GPS locationteeait rate sensors). The second
players are the mobile phone operators, who dig#ilcontext-aware services.
Nowadays, context-aware services do not sell st Wié third players, application
and service developers, make business by creatimgext-aware services. The
fourth players, advertisers, can consider contéxinf@rmation when delivering
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advertisement to a mobile device, e.g. by creatilagation-dependent
advertisements. Last but not least, users obtaiands originating from:

1. Device manufacturers, making basic functions ofpthene context-enhanced
so that revealing more context information leadsmtore convenient user
experience. For example, a contact list enhancéld pvesence information
may prevent unwanted calls while sleeping.

2. Mobile operators, offering benefits comparable wney. For example, free
call time minutes, free data transfer minutes, oremetwork bandwidth.

3. Application developers, offering benefits compaeatd money. Features in
applications or free updates, for instance.

4. Advertisers, offering benefits comparable to moreeg, discounts on clothes
if user agrees to receive location-aware advergsdsn

5. Peers, improving communication possibilities, esgeing location of a peer
leads to changing the walking route to meet the faee-to-face.

4.2.2. Concept Description

In the incentive model, users are graded basechemamount and the quality of
context data that they are willing to reveal. Theray also be a compensation for
resources, further discussed in section 4.3. Users given context revelation level
can only see the data of peers in that user lavielels below it. An abstract model
is described in Figure 5, accompanied with an examfasrrows denote a “sees”
relationship. This means that a user at the sfatieoarrow sees the context from a
user at the end of the arrow. Notation “Lm_userm@ams the user on levelm; n /

[1, NmJ, m 7 [1, M]. Therefore, M is the number of levels, axd is the number of
users on level m.

Trust is important when revealing context inforraati Users need to be able to
trust the information will not be misused. Therauldobe an invitation policy to
promote trust, i.e. some high-level user shouldmeoend the low-level user to gain
access to higher levels. Thus, the high-level beeomes responsible for the low-
level user. In exchange, the high-level user gatslation points but is at the risk of
losing his status if the invited low-level user bebaves.

In addition to trust, privacy issues have to beswodered carefully. In everyday
use, the user’s willingness has to be the most iitapb criterion for deciding
whether to reveal context information or not. Hoeevas an exception, e.g.
emergency call, would trigger user positioning awdtically. Respecting users’
privacy, the incentive model does not force anytneeveal his context information.
Besides, revealing context without person’s consgght be illegal.

Peer groups can also be utilised as the executaantext revelation rules. In this
case, a peer group is interpreted as a set of phewsing to operate under a certain
set of community rules. In addition, they undertéke responsibility for enforcing
the rules on other group members [41]. The communiles, which must be
approved by every member, define how peers areceeghe¢o behave in the group.
They also specify the actions taken when the rales broken or how, in turn,
praiseworthy peers can be rewarded.
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Figure 5. Context level categorisation: a) abstract modedrbgxample.

4.2.3. Example of Applying the Concept

Assume that there are seven users in the systefauorcontext revelation levels,
thus M is 4. There are two users on three lowestide Basic Level (BL), Advanced
Level (AL), and Premium Level (PL), and one userUitimate Level (UL), thus
N;=N>=N3=2 and N=1. This case is described in Figure 5.

Once again, arrows denote a “sees” relationshifst,FUL denotes an Ultimate
Level user, who has gained access to the highesit i revealing in-depth context,
including accurate location (GPS data) and head sensor data, with history
information, e.g. his location yesterday 12 pm.ddelc PL denotes a Premium Level
user the same in-depth context as UL user. Howedvwstpry of context is not
revealed, therefore, the user does not reach thimaie Level. The fact thahe
revealed context is objective and the user canitet i, helped the user to reach a
high revelation level. Third, AL denotes an Advamdevel user, who reveals some
context data, including a presence information tedcribing his status or mood, e.g.
“Having lunch”. User inputs this information himgebresence information is thus
subjective. In determining a revelation level, salive information was preferred
over objective. Fourth, BL denotes a Basic Levarusith no context data (other
than existence) shared.

PL users reveal location for PL peers and highest&L users. Lower level (AL
and BL) users cannot see that location. Lowestl IBieusers cannot see any peer
context (except for existence) since firstly, tleannot access higher-level context,
and, secondly, BL users only reveal their existence

There could be a threshold rule for gaining acd¢ess higher level. A threshold
rule in Premium Level could be that the user haset@al GPS location data. This
means that even if the user had enough pointsdimirgy access to Premium Level,
she does not fulfil some predefined prerequisitethis case, providing accurate
location data. This makes providing context-awagevises easier, as the service
developers can trust on a specific level user lype@artain context item revealed.
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4.3. Determining Revelation Level

Context data has to be expressed in a quantitidive to be able to determine the
revelation level. There can be seen two phasetermining revelation level of a
single user. The first phase is to apply the foarfok calculating revelation points.
As a result, we get revelation points for the u3ére second phase is to grade the
user based on a ruleset. As a result of that,itta fevelation level is elicited. The
overall process of defining revelation level isgaeted in Figure 6.

Figure 6. Determining context revelation level.

4.3.1. Revelation Points

Revelation points have to be calculated in orddret@ble to determine the revelation
level. Many different criteria have to be considkré@his can be done with the
following formula for calculating revelation points

n

R= wsgc ),

i=1

where

R = revelation points

w = weight factor

S = context revelation scope

g = granularity of context

c = context type value

n = number of criteria to evaluate.

Weight factor wis used to emphasise some context information awmether, as
the system controller, e.g. mobile operator, migtgfer location to presence. The
weight factors are set by mobile operators or weog@vovides the framework for the
context serviceContext revelation scope defines the size of the group to which
context is revealed. An example classificationhis following: only me=0, friends
and family=1, peer group=2, everybody=Granularity of context gpromotes
revealing accurate context. For example, in thee cak location information:
country=1, state=2, county=3, city=4 efontext type value might be based on
usefulness of context information to other peerg, Bcation could be considered
valuable (giving it factor of 5), whereas the heaate not (giving it factor of 1). The
distinction betweenv andc is that one considers the utility of context infation
from the viewpoint of the system controller, and tither from the viewpoint of the
user. Finallyn denotes the number of criteria.
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There are also other exchangeable items in additiocontext. However, other
exchangeable items should also be evaluated and pujuantitative form to be able
to compare them to context revelation. Some of siechs are listed below:

1. Shared data: files.

2. Resources: processing, memory, bandwidth may bedéthin peer group.

3. Contacts: high-level contacts appreciated.

4. Money: points can be bought with real money or egjent.

Context information may be objective or subjecti@bjective information comes,
e.g. from a device (GPS location, mobile phone iise) or from a mobile operator
(cell-ID positioning). Subjective information istsey the user himself or given by
another peer. There might be a policy that cerémmounts of objective points are
needed to make use of subjective points.

4.3.2. Revelation Level

Revelation points themselves are not enough tamete the revelation level but the
points have to be graded. The one, who does thdingyais the provider of context
revelation service. This may be a mobile networkrafor. As for the grading scale,
it may be static or dynamic. Static scale is simpled thus more understandable to
users. Dynamic grading may be needed to assursigedelistribution in revelation
levels. However, in case a dynamic scale is usedupdates on the scale should be
infrequent and notified clearly for the users.

Thresholds may place restrictions that prevenngiso a certain level even if the
user had enough points for that level. This mayheecase if some context item is
considered essential, e.g. location informationdde a requirement for the highest-
level access.

There is a difficulty in indicating revelation sgst to users. There should be
possibility for the users to know how their changesevelation affect their level
before they actually “commit” the revelation chasg€his could be done by asking
the presence server (in client-server systemsltulate the new revelation level.

4.4. Implementation Considerations
4.4.1. Guidelines

The model has not been implemented yet. In thisextion, attention is paid to
implementation considerations of the model. Sonestions need to be discussed: is
the network client-server or P2P based, who agtukdtermines the revelation level,
how one ensures that context information is cosraetl how one ensures that the
remote peer is who she claims to be.

There are versatile possibilities in implementihg hetwork for incentive model:
client-server and different P2P models. In a cartevare client-server model, there
exists a presence server in some form. In this, ¢asecalculation could be carried
out on a server instead of less capable mobilecdsvif clients need to be notified of
their revelation level, this information has to bent to the clients. Information
related to the revelation level can be transfeirethe same packet as the other
peers’ context data to avoid packet overhead.
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In the P2P model, a peer is not allowed to caleutés revelation level because of
the possibility of forging the level. A better sban is that every peer calculates the
revelation level for every other peer. This plaundant processing burden on the
mobile nodes, however. A peer could find out higelation level in the context
packets from the other peers.

P2P networks do not need to be flat in hierarcing third generation P2P
networks presented in the previous chapter involeee than one hierarchical level
of peers. The superpeers are generally more caffabie’ordinary” edge peers; they
communicate with other superpeers, and usuallytiomas centralised points for
resource discovery of their associated edge péarsnstance. Depending on the
structure of the network and the identities of tisers, superpeers might be trusted
enough to get the privilege to determine revelaliwels. This solution might also be
more scalable than the flat P2P or client-servacesclient-server concentrates alll
execution to one point, and flat P2P might involets of messaging between the
peers of equal status.

However, even if trusted parties were used to guaeathat the decision from
grading algorithm is not forged, there cannot be dertainty that peers are not
emitting forged context data, such as incorrecttijpos coordinates. One possible
solution could be reputation-based systems, elédxbriam [42]. In reputation-based
systems, the resource requestors (consumers aéxtpean assess the reliability of
offered resources (context produced by others)dasethe votes given by other
peers. That kind of system would not be immune ttacks, but seems to be an
interesting choice for determining the trustwor#dss of context information or P2P-
executed grading results. If a peer group is a Isgralup of real-life friends, a
relatively strong trust is probably present withexplicit enforcement.

Ensuring the identity of a user can be based oitatigjgnatures. Assume that user
A has a very trustworthy friend, user B. User Bdseoontext information to user A,
user A wants to be sure that the remote peer resallger B. If user B uses his digital
signature in the packets, user A can trust thattimeext originates from user B.

4.4.2. Example

One possibility to implement the incentive modelusng an existing middleware

platform, PnPAP, and an application built on toptle# platform, NaviP2P. PnPAP

and NaviP2P are presented in detail in the follgniapters. NaviP2P, a mobile
peer-to-peer navigation application, utilises p@epeer context distribution services
provided by the platform. In the current implemdéiota there is no presence server,
therefore user gradings should be maintained byp#wes. It is assumed that there
are no malicious users and thereby no forgeries\alation levels.

The heart of NaviP2P is a map view where other @ee tracked, i.e. their
location is displayed on the map if the user isrped to access context information
of the other peers. As the incentive model is &gplio this case, only users in
Premium Level can track other users. An examplthefdifference in the views of
NaviP2P according to the user level is presentdelgare 7. First, there is a view of
a Basic Level user, second, a view of a PremiunmeLesger. Both are able to see
their own location on the map. However, a Premiuewdl user is able to see the
location of other peers, whereas a Basic Level isseiot. A Basic Level user is,
nonetheless, able to see the names of other uséne peer group. In this case, the
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prerequisite for becoming a Premium Level user baen to reveal location
information with granularity, being GPS location granularity and context revetat
scopes being peer group.

Figure 7. Example user views: a) Basic Level, b) Premium Leve

A Premium Level user has an access to servicesaatBatsic Level user does not
have. An example business model is a guidancecsettvat can point out the route to
the restaurant where friends of the user are. €btaurant pays the operator to put
their business in the service. The operator shaosse of this income with the
developer of the guidance service. As more and npaeple want to use the
guidance service by becoming Premium Level useesjcd manufacturers sell
devices with integrated GPS sensors. The userdibasat is easier for them to find
the restaurant and friends. Since there is alserabntext information available in
addition to location, statistical analysis may lefgrmed to aid further developing
the service. For example, if the users revealed libeation history, it might be seen
that people usually go to restaurant after cineand,the route to the restaurant to see
friends could be automatically suggested to the afier seeing a movie.

4.5. Discussion

Implementing the model and testing it with realrasis needed in order to verify
feasibility of the incentive model. A paper presegtthe incentive model was
submitted to the 5th International Conference orbil@oand Ubiquitous Multimedia.
It was accepted for publication and presented asster [43]. The need for user
testing was also identified in the comments fromd¢bnference paper reviewers. The
details of how human behaviour affects the systemmoav the system affects human
behaviour are impossible to analyse in theory. Thisft for future work. However,
some considerations may be presented. Adoptingi@niive model, the network
load is expected to increase as people are indiacesveal more and more context
information. It must be emphasised, however, that not the model overhead, but
the willingness to reveal more context that catisesncrease.
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5. MOBILE MIDDLEWARE FOR CONTEXT-AWARE
SUPERNETWORKING

This chapter presents the middleware developed ppligation Supernetworking
project (All-IP) at the University of Oulu, and hatvis used in context distribution
and context-aware supernetworking. In section thé,system is outlined. Section
5.2 presents the different applications built op td the middleware. Section 5.3
studies the middleware from the viewpoint of coi@wareness, discussing
transferring context and providing it for the apptions.

5.1. The Middleware Architecture

The middleware, PnPAP, Plug-and-Play Applicatioatf®erm, presented in [18], is
created to aid software developers’ task of deplgygroup-based applications in a
mobile environment. PNPAP implements some functimmsehalf of applications
and tries to overcome challenges in distributedesys, especially as for openness,
concurrency, and transparency. It also enablesgusesources in more optimal
manner in presence of multiple applications runnorg top of the middleware
compared with a case where middleware was not {##d Finally, it provides
capability to supersessions that increase easseof-the PnPAP architecture
overview in Figure 8 is the basis for discussiantHe figure, dotted lines represent
process boundaries. Black arrows represent interggis communication.

Figure 8. Overview of PNPAP architecture.
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As mentioned, there may be several applicationsingnon top of PnPAP at the
same time. Some of the functions that are commanaoy applications are brought
to a higher abstraction level or entirely hiddeonirthe developer by PnPAP. This
speeds up application development, as the focusbeataid on the application
specific functions. An application can get a grip the common functions via a
PnPAP client stub. It is a dynamically linked librgDLL) running in application
process to enable communication with the PnPAPReserv

The PnPAP server serves the clients connected lionitust be noted that in this
context, both the server and the clients are laeaiding on one mobile device. In
PnPAP, there are several key functionalities withiclv the applications are
provided. First, peer group management takes dal@welevel group functions on
behalf of applications. Applications can join aradve a peer group and request for
the user listing of a peer group. Being a membernafltiple peer groups
simultaneously is supported. The application hdatmv the name of the peer group
and whether the group is public or private. If {er group is private, then, a
password is also required.

Second, PnPAP enables obtaining both local and teegantext with the context
module. Context information is gathered from vasi@ources: local sensors (e.g.
GPS device), applications (e.g. setting textuals@mee description), or network
(context information of other users). In the casemultiple context sources or
conflicting context information, PnPAP would takare of resolving the conflicts
and providing the application with unambiguous infation. Applications may ask
PnPAP to send a request for remote context, irgegbinformation of other uself.
the request is successful and remote context irgftom is obtained, the information
becomes available for all the applications on tbprdPAP.

Third, session management enables sessions betwesml and remote
applications. For example, a voice session setupbeamanaged by PnPAP. The
application is offered functions to start, accegject, and end sessions. Agile
Content Push Control (ACPC) is part of the sessianagement. ACPC is discussed
in more detail in the next chapter.

Finally, PnPAP includes protocol and connectivityamagement. These are
bundled under the concept of holistic connectivifhe idea is that the protocols,
such as SIP, DC++, JXTA, and miniP2P, can be doaddd from, e.g. other peers
and used in plug-and-play fashion, i.e. changimggiotocol on the fly. In addition,
connectivities, such as Bluetooth, GPRS/UMTS, andAW, can be switched on the
fly. Dynamic state machines are used for decisaimit switching between different
protocols and connectivities. Decisions are basethe preferences (e.g. connection
cost, speed) provided by applicatioms-depth discussion on holistic connectivity
and state machine execution is not in the scoplei®thesis.

PnPAP is implemented in Symbian C++. Thus, theiegipgbns are provided with
a Symbian C++ application programming interface IJARr the applications
operating on top of the platform. C++ is an effitiechoice in the mobile
environment. The current version of PNPAP and fi@i@ations are using Symbian
Series 60 Feature Pack 2. Models 6630 and 6680 fWokia are suitable for
deployment.
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5.2. Applications

To demonstrate the capabilities of PNPAP for rgmiototyping, there are various
applications built on top of PNnPAP. In additionye®l applications are needed to
demonstrate the concepts of application supern&tagpand supersessions.

NaviP2P

In short, NaviP2P is a mobile context-aware pegrder navigation application [45].
It is presented in detail in the following chapter.

FileSharing

FileSharing is a mobile peer-to-peer applicationdiearing resources within a peer-
group. In its current form, it uses DC++ [46] proddand may interact with DC++
clients on a personal computer. Therefore, it i¢ restricted to the mobile
environment. FileSharing provides “Browse Filegénmaction.

Wellness

Wellness enables tracking of personal developmeifure, during, and after training.
It is designed to replace pen-and-paper exercisgksoln addition, peer group
aspects have been considered: workout programsesntts can be shared within a
peer group, and training of other users followedeal-time. Wellness lets the user
find out heart rate, altitude, speed and tempegaithis information is obtained from
a sports computer. Wellness provides “Follow Tragpiiinteraction.

RealTime

RealTime combines multimedia streaming with peeavugr aspects. The current
implementation supports voice over IP, more spedlify, push-to-talk. RealTime is
used with NaviP2P to demonstrate dynamic sessatyigb [47]. RealTime provides
“VoIP” interaction.

5.3. Context-Awareness

In the same way as the Context Toolkit presentedhiapter 3, PNPAP provides
solutions to the problems in using context enuneerdty Salber et al. [26] First,
PnPAP channels context information through one tAB$ the application itself does
not have to collect the information. Second, conitebormation might be refined and
abstracted by PnPAP before delivering it to theliagfion. This feature is not
implemented, however. Third, PnPAP provides conftexh distributed sources, that
is, other users and their sensors. Fourth, therdignaature of context information is
tackled so that every time the information is updathe application is notified, thus
removing need for applications to poll for contagtates.

The following subsections describe the conceptcofitext-aware application
supernetworking. Subscription for context inforroati the format in which it is
transferred, and the means to provide it for thaiegtions, are discussed.



40

5.3.1. Context-Aware Supernetworking

Application cooperation has existed for decades.eAample of the first forms of
application interaction is piping in UNIX, which @&ples using output of one
application as an input for another applicatioredses application development and
usage. The development is eased as new applicatande created by combining
the functions of the existing applications. The ggsain its turn, is eased as
applications may be combined to complete a cetiask. On the other hand, in
Windows, Object Linking and Embedding (OLE) allowsoving, e.g. bitmaps,
between applications easily. More recently, a cphoéservice-oriented architecture
(SOA) has evolved, including similar features sashinteroperability and service
reusability.

Application supernetworking is one form of coopematof applications assisted
with common functionalities of PnPAP. As statedthe beginning of this chapter,
the common functionalities include managing peeoupgs, sharing context
information, managing sessions, and holistic cotiviec A supersession is an
instance of such cooperation of applications. Teega concrete example: the
members of a peer group are able to select othenbaes from a navigation
application to initiate new application sessiongessessions, for file sharing, instant
messaging, or real-time communications. PNnPAP dscah the most appropriate
protocols and connectivities to execute the sedeictieraction. [48]

The focus of this thesis is on context-awarenessupernetworking. Context
information can be used for example to presentiegpbns that the other user (the
user with whom interaction is wanted) has installedthe menu options may be
automatically updated according to the installatstatus of a specific application.
This means that an application session betweers usay be started only if the
application is installed on both, local and remaobebile devices. Another example
of using context information is the selection of awpropriate connection. If both
users have enabled Bluetooth connections and areeirange, then connection and
data transfer may take place using free Bluetoostiead of chargeable GPRS
connection.

Application supernetworking provides ease of usesubstantially reduces the
amount of needed user interaction, both time arydpkesses, of a session start-up.
The greatest benefit is that, e.g. when viewingag mm Navigation application, the
user is instantly able to see if the other useraigable of a supersession or not. In
addition to ease-of-use, supernetworking reducesiang consumption compared
with the case where applications were installed assply, using separate
connections. [44]

5.3.2. Subscription for Remote Context

Publish/subscribe paradigm in a presence serviceritbed in chapter 3 was
modified to suit a peer-to-peer environment. Indtehia presence or context server,
there is only one central server to store onlyreibffline status. In this case, the
server is a DC++ [46] hub. If context informatianaddition to online/offline status
is needed, it is conveyed in a peer-to-peer fashien directly from one peer to
another.
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The peer-to-peer publish/subscribe mechanism isritbesl in more detail in the
next chapter along with a sequence diagram. Intsti@ sequence goes as follows:
User B publishes his status on the DC++ hub. Tifisrims other users that context
information of user B may be available. User A resfa for context information. The
request is transferred to user B. User B is natiibout the request and may either
accept or decline the request. If the requestdsed, B sends context information,
once or continuously, depending on the type of bguest. The benefit of this
approach is that there is no sensitive data stonea central server. The downside is
that the system is not very scalable, as one comtérmation packet contains all
the context items available on B; there is no foktyi for content-based selection in
the current implementation. Furthermore, the canteformation is sent at certain
pre-specified time intervals, even if context dass not changed. Still, though not
being a very flexible peer-to-peer solution, thetseyn is sufficient for the purposes
of demonstrating the concept of supernetworking@ardying out user testing.

Context information as well as the messages iniguslbscribe process are
transferred in SIP packets. This system is indegeinffom the DC++ hub used for
informing the composition of the peer group. SIPssages are routed via SIP
Express Router.

5.3.3. Transferring Context

Context information is transferred within SIP paskeas mentioned above. The
format of context information is interoperable asanforms to the PIDF-LO RFC
presented in chapter 3. SIP packet contains thé& Rdibnatted message in its body.
The implementation complies with the XML schemaRIDF but is not a PIDF
implementation, since securing the context datanba®een implemented. The PIDF
payload is transferred in the body of a SIP MESSAG#example of the headers of
such message is provided in the following:

MESSAGE sip:1@212.50.147.120 SIP/2.0

Via: SIP/2.0/UDP 213.139.187.219;branch=z9hG4bKWSWi cJ6sBc
Max-Forwards: 70

From: sip:2@212.50.147.120;tag=2PLwWPgA963

To: sip:1@212.50.147.120

Call-ID: yYNKGTDCxR4KH1ovjKiD5@213.139.187.219

CSeq: 50 MESSAGE

Contact: sip:2@212.50.147.120

Content-Type: application/pidf+xml

Content-Length: 1583

All types of context information (id, time, locatipactivity) are transferred in a
single PIDF formatted payload. There are four tsphecording to the source of
context information. The first tuple describes gapdic location information
packed in GML. The format is simple only describiggographic coordinates, i.e.
latitude and longitude. The second tuple descriiresence information, gathered
from the input of the user. The third tuple desesildifferent biometric and spatial
attributes: heart rate, speed, altitude, and teatper. These have to be defined so
that their interpretation is unambiguous. Finatlye fourth tuple enables context-
aware supersessions by providing the supportedaitiens of the sender. An
example showing a PIDF formatted message bodyoidged in the following:



<?xml version="1.0" encoding="UTF-8"?>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geopriv10"
xmlns:gml="urn:opengis:specification:gml:schema- xsd:feature:v3.0"
xmins:myex="http://www.ee.oulu.fi/~oht/XMLSchema
entity="sip:2@212.50.147.120">
<!-- 1st tuple: location information -->
<tuple id="sg89ae">
<status>
<gp:geopriv>
<gp:location-info>
<gml:location>

<gml:Point gml:id="point1" srsName="epsg: 4326">
<gml:coordinates>37:46:30N 122:25:10W</ gml:.coordinates>
</gml:Point>

</gml:location>
</gp:location-info>
<gp:usage-rules>
<gp:retransmission-allowed>no</gp:retransmi ssion-allowed>
<gp:retention-expiry>2007-01-18T21:57:29Z
</gp:retention-expiry>
</gp:usage-rules>
</gp:geopriv>
</status>
<timestamp>2007-01-18T20:57:29Z</timestamp>
</tuple>

<l-- 2nd tuple: presence information -->
<tuple id="sg89af">
<status>
<basic>open</basic>
<myex:im>training</myex:im>
<note></note>
</status>
<contact priority="0.8">tel:+09012345678</contac t>
</tuple>

<!-- 3rd tuple: biometric and spatial information ->

<tuple id="sg89b0">

<status>
<myex:heart-rate>100</myex:heart-rate>
<myex:speed>1</myex:speed>
<myex:altitude>50</myex:altitude>
<myex:temperature>20</myex:temperature>

</status>

<timestamp>2007-01-18T20:57:29Z</timestamp>

</tuple>

<!-- 4th tuple: supported interactions -->
<tuple id="sg89b3">

<status>

<myex:supported-interaction>FileSharing:Browse Files
</myex:supported-interaction>

<myex:supported-interaction>NaviP2P:Send Messag e

</myex:supported-interaction>
<myex:supported-interaction>RealTime:VolP
</myex: supported-interaction>
</status>
</tuple>
</presence>
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5.3.4. Providing Context to Applications

The context information is provided for the applicas through a context API. The
API provides functions for requesting context. Sawrample functions are provided
to show the characteristics of the context API. Tokowing functions are for
managing context:

TInt RequestVisibilityChangeL (const CEntityList& aR emoteUsers)
TInt GetContextDatal (TBool aContinuous)
TInt StopGettingContextDatal ()

RequestVisibilityChange() is used for requesting dovisibility change, i.e. user
wants the permission to access the context infeomabf another user. If the
visibility request is accepted, then context dataaymbe obtained with
GetContextDatalL (). The parameter determines whetlmertext data should be
returned continuously or only once. After one amdion has requested the context
and the context information begins to flow, all gqgplications on top of the mobile
phone’s PNPAP may use the received context infeomaGetting context may be
stopped with StopGettingContextDatalL(). The respengor the functions are
asynchronous, therefore, there are the followintpaeks defined for incoming
events:

void VisibilityUpdateL(CUser* aUser)
void ContextDataChangedL (CEntityList* aEntityList)

VisibilityUpdate() notifies the application thatethother user has accepted the
request for the visibility change. The context dase updated by
ContextDataChangedL(). Parameter aEntityList costaentities (users) whose
context data have been updated. PnPAP presentextontformation as a
CContextData object. Thus, each entity in the afAnst contains CContextData
object, which encapsulates CContextltem objectsor@€xtitem is the parent class
for classes such as CContextLocation, CContextRcese CContextHeartRate,
CContextTime, CContextSpeed, CContextAltitude, and
CContextSupportedinteraction. The encapsulatednrdtion in these classes can be
easily deduced from their names.
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6. MOBILE CONTEXT-AWARE PEER-TO-PEER
NAVIGATION APPLICATION

Use of navigation applications is emerging. Thesmpoint was seen as an excellent
and tempting basis to demonstrate the feasibifithadth peer-to-peer group aspects
and application supernetworking. A new prototypeliaation, NaviP2P, was born.
First, NaviP2P provides limited functions comparedth what a commercial
navigation application, such as TomTom, Navicore] ¥Wayfinder, has to offer. In
the same way as its commercial cousins, it useB& @evice to obtain coordinates.
Using the coordinates and the publicly availablepsnaf city of Ould, NaviP2P is
able to do what every navigation application does,to present the location of the
user on the map.

Second, NaviP2P possesses a feature that is remnpri@ most of the present-day
commercial navigation applications. It is the dpilto display and track the
movement of other users, i.e. the members of tlee geoup, on the map. For this
purpose, the user of NaviP2P may join a peer gfoupommunity functions. If the
user wants to see the location (or in fact any exdninformation) of other user, the
other user has to approve a request for the infoomdoefore it can be obtained.
Some commercial applications, such as Meetro [2dh also display location. It
combines features of instant messengers with spetalorks together with location.
Nearby friends’ location can be seen and instantsages sent. However, their
functions are limited to few context types, namaigsence and location.

Third, NaviP2P is a basis for inter-applicationsses start-up thus realising the
concept of a supersession. NaviP2P offers a ptigsioi interact with members of a
group in various ways, ranging from mobile peepé®r file sharing to Internet
telephony.

It can be claimed that NaviP2P acts as a user facterfor group-based
interactions. The following provides detailed dgstoon of the use cases in section
6.1, requirements specification in section 6.2, aegdign in section 6.3. Design
consists of system architecture description, appba architecture, software design,
and sequence descriptions. The system is evalirated next chapter.

6.1. Use Cases

For capturing the functional system requirementse gases of NaviP2P were
discovered. A use case diagram based on UnifiedelMog Language (UML) is
presented in Figure 9. There are four separateases. The first use case, “Manage
Peer Groups”, is for supporting the other use cds&scludes joining a peer group.
The second use case, “Display My Location on Mag’,a basic navigation
application function. This use case does not regoiher users to be present in the
group, whereas the next use cases do. The thirdasss “Track Other User”, brings
forth the community aspects of the application. Tioeirth use case, “Start
Interaction”, extends the community aspects furthemllowing the user to interact
with another user by launching a supersession.

! Karttatie — Oulu region map service, URL: http:ftk@ouka.fi.
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Figure 9. Use case diagram of NaviP2P.

6.1.1. Manage Peer Groups

Brief description: User A can join a private or public peer grouphwat specified
name.

Basic flow: User A chooses a manage peer groups view. Sheebe@ither a private
or public peer group, and enters the name of tkee gup and password if required.
User A joins the peer group and is notified whenjtining process completes {1}.

Alternative flow {1} The selected peer group does not exist or issdare reason,
unreachable. The user is notified of unsuccessiuirjg process.

Pre-conditions: User A has logged in.

Post-conditions:User A has joined a peer group.

6.1.2. Display My Location on Map

Brief description: User A locates himself using location informateomd maps. She
is able to use basic navigation functionality.

Basic flow: User A chooses a map view. Using the availablation information
{1}, a corresponding map is displayed {2}. User Aaynscroll the map or zoom in
and out. These actions lead to a corresponding eféhve map to be displayed.

Alternative flow {1}: Valid location information is unavailable. Thisuses a
default location to be used. If valid location infation becomes available at any
time, it will be used instead of the default looati

Alternative flow {2}: Maps are unavailable. User A is displayed an emessage. If
a map becomes available, it will be displayed.
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Pre-conditions: User A has logged in.

Post-conditions:User A sees his location on the map.

6.1.3. Track Other User

Brief description: User A wants to see user B’s context informatimejuding
location. User B has to consent to giving out loistext information.

Basic flow: User A selects user B in the user list {1}. Uses@ects action “Track

user”. User B is asked to accept the request fotesd sent by user A. User B
accepts the request {2}. User A gets the contefirmation of user B continuously

from this point on. User A sees the context infaioraof user B, e.g. location on the
map {3}. User A is able to scroll the map, and sla@ see the location of user B
even if she is not in the same place as user A.

Alternative flow {1}: There are no other users in the user list. Thasliapdated if
any other user joins the peer group.

Alternative flow {2}: User B declines the request for context. User Aasfied of
the negative answer.

Alternative flow {3}: User B leaves the peer group. Context informaisonot up-
to-date anymore. Displaying context informatiorueér B to user A ends.

Pre-conditions: User A has logged in and joined a peer group. Udes is able to
see a map.

Post-conditions: User A sees the location of user B on the maprapanied with
his presence information.

6.1.4. Start Interaction

Brief description: User A is able to start interaction, i.e. a supss®n, with user B.
The type of interaction may be, e.g. “Browse filesVolP call”, or “Follow
training”. The Map view is used as a user interflmregroup-based context-aware
interactions.

Basic flow: User A selects user B in the user list {1}. Theiser A selects the
preferred type of interaction {2}. A new applicatiGession, corresponding to the
interaction type, starts. If needed, the views athbusers change according to the
new session.

Alternative flow {1}: There are no other users in the user list. Thasliapdated if
any other user joins the peer group.
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Alternative flow {2}. Either user A or user B does not have the apphicateeded
for this type of interaction installed. If user A&k not have the application installed,
the interaction type is not displayed to user Audér B does not have the application
needed, this is indicated to user A.

Pre-conditions: User A has logged in and joined a peer group.

Post-conditions: The views of both users have changed if the nattiiateraction
requires it.

6.2. Requirements Specification

NaviP2P has to be able to qualify for user testihghall be able to demonstrate the
ideas of community-based context-aware user irderfand supersessions. This
causes some requirements on the quality of thacapipin. NaviP2P should be able
to operate for an hour under full stress in ussting (other users tracked; see
functional analysis in chapter 7). Usability regsithat the user should to be able to
view his location in less than ten key pressesr(naene input not included), and
track other user or start interaction with lessntitan additional key presses.
Performance requirement is that the map retriekalilsl not take more than five
seconds with a GPRS connection (see functionaysisal

Use case “Manage Peer Groups” sets the followingirements: (1) the user
should be able to select a public or private peeug (2) to give the name of the
peer group and also the password for the peer giomeeded (3) to join the
specified peer group. The user should also beiedtdf the success of the joining
process.

Use case “Display My Location” requires NaviP2Rltsplay user location on the
map. NaviP2P should obtain location informationviR@2P should also obtain map
data according to the location information. If #hés a need for conversion between
coordinate systems, NaviP2P should be able to katmdl conversion. If location
information is not available, default location slibbe used. If map information is
not available, an error message should be disploydtie user.

Use case “Track Other User” requires NaviP2P toabke to display context
information of user B. NaviP2P should provide u&ewith a user list. User A should
be able to select user B from the list. User A $ihtwe able to track user B. NaviP2P
should send a request for context to user B. Usahddild be able to either accept or
decline the request. If the request for contextcsepted, NaviP2P of user A should
display user B on the map accompanied with presemimemation (in textual
format). Context data of user B should be contislytransferred to the user as long
as both users stay online in the peer group. Onother hand, if the request is
declined, NaviP2P should notify user A.

Use case “Start Interaction” places the followirgguirements on NaviP2P:
NaviP2P should provide commands for user A to de @bstart a new application
session with the selected user in the user Isbtifi users have the needed application
installed.

The environment has two components that have sgnif impact on NaviP2P.
First, NaviP2P has to be built on top of PNnPAP radere (presented in chapter 5)
and use its API to get both local, user A’s, andote, user B’s, context information.
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This forces the platform selection to a mobile phavith Series 60 Second Edition
Feature Pack 2 and the programming language to i@ynib++. Second, the maps
are not stored locally on the phone memory bufetehed from a public web server
using HTTP requests.

6.3. Design
6.3.1. System Architecture

As mentioned in the previous section, NaviP2P isst@ained to work on top of
PnPAP platform and to use maps from a web based seaper. The system
architecture is presented in Figure 10. The curlecdtion acquisition method, an
external GPS device, is described in the implentiemaalthough it is not directly
connected to NaviP2P. In fact, the location actjoisimethod could be based on any
method as long as it is available to NaviP2P thndegPAP API.

PnPAP handles context information retrieval botnfrthe local sensors (GPS
device) and from peer-to-peer network. Both locatl aemote context data is
delivered to NaviP2P. Context information and P2Bmorking functions are seen
common to many applications, therefore these aoeiged by PnPAP. However,
map data is considered to be application-spedifis the decision of how to obtain it
is left for the application, in this case, NaviPZRe current solution is to fetch maps
from a map server, but as an alternative solutiogy might be stored on the local
phone memory. Finally, NaviP2P is an interchangegidrt in the system. Any
application capable of using PnPAP API may repldaeiP2P.

Figure 10.NaviP2P system architecture.



49

6.3.2. Application Architecture

NaviP2P conforms to Model-View-Controller (MVC) digis pattern. In this pattern,
the data (Model) is separated from the user interf@/iew). Controller is the
component controlling the interaction between thed® and the View. Figure 11
represents this MVC-based NaviP2P application tecture. There is one model and
one controller but multiple views on the same dataaddition to the Model, the
Controller and the Views, a Coordinate Transforngemeeded to convert GPS
coordinates in NMEA format into the Finnish coomt® system format required by
the map server.

In the figure, external interfaces to the web-basep server and PnPAP are
shown. NaviP2P connects to the map server using SsBBnnection. The
communication takes place by passing the coordintat¢he map server in an HTTP
GET message. As a result, a raster graphics fil&raphics Interchange Format
(GIF) is returned, representing the map in the ifipdccoordinates. The other
interface to PnPAP is for communicating with othesers in the peer-to-peer
network and getting both local and remote conteeinly location and presence.

Figure 11.NaviP2P application architecture.

6.3.3. Software Design

Software design discusses the application compenprésented above in more
detail. First, class model describes the classegooning to the MVC design
pattern. Second, since NaviP2P is seen as a gedplser interface to group-based
functions, it is necessary to describe the userfexte in a detailed manner.
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Class model

The class structure of NaviP2P is presented in rEigl2. Being a Symbian
application, NaviP2P has the framework-specificsgl&CNavigationApplication,
which acts as a start-up class and constructs éx¢ fnamework-specific class
CNavigationDocument, which in turn creates CNavaggippUi. According to the
principles of MVC design pattern, CNavigationAppldi the Controller class. It
creates the other parts of the MVC, namely the Madd the Views.

The Model, CNavigationEngine, is created to takespoasibility for
communication with the underlying PnPAP APIl. To kéea asynchronous
communication, i.e. to be capable of being calladkbasynchronously from PnPAP,
CNavigationEng implements MPnPAPApplinterface. Santyi, CNavigationAppUi
implements MNavigationEngObserver interface to émalcallbacks from
CNavigationEng.

The Views, which are the classes with prefix CNatimnView, e.g.
CNavigationViewMap, take care of presenting theadat the user and allowing user
input to be passed on to the Model. The differer@wég use classes with prefix
CNavigationContainer, e.g. CNavigationContainerMapdraw the desired content
on the screen. As a view activates, i.e. the viewselected, the corresponding
Container class is created. As the view deactiydles is, another view is selected,
the corresponding Container class is destroyed.Viées, however, remain existent
as long as the application is running.

Figure 12.NaviP2P class diagram.
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CNavigationViewLogin is the first class activated the application start-up. It
queries the user for his user name and passwordviGationViewMain represents
the main menu of the application. It presents thierént menu items in
CNavigationSettingListListBox, in which CNavigati®attingListitemData presents
one option. These classes are also used by CNewyawManagePeerGroups and
CNavigationUserList to represent peer group optiansl user list, respectively.
CNavigationViewManagePeerGroups takes care of ngina peer group with
appropriate parameters according to whether it igblip or private.
CNavigationUserListView manages displaying the b$tusers after a successful
login. Finally, CNavigationViewMap displays the mapd users residing in different
locations.

A class with prefix C refers to the fact that meyna dynamically reserved. A
class with prefix T means that in this class thereno dynamic reservation of
memory. A class with prefix M denotes an interfaddere are two interfaces,
MNavigationEngObserver for CNavigationAppUi and MFAPAppinterface for
CNavigationEng. Most of the almost twenty classes @efixed with C and thus
reside in dynamically allocated memory at run-time.

The only T-class, TCoordinateTransformer, takese caf converting the
coordinates from World Geodetic System 1984 (WGS®nat, which is the
coordinate format of the GPS system, KartastokoordinaattijarjestelmgKKJ)
format, which is the coordinate system used indfidl The conversion is needed
since the maps on the map server are based on &ifdaf. The details of the
conversion are available in Aittola’s Master’s tisd49].

Graphical user interface
Since NaviP2P is described as a user interfacegifoup-based interactions, it is
justifiable to describe the user interface in detéhe state diagram of the user

interface is presented in Figure 13. The SettinggswMs greyed as the menu option
exists but the functionality behind the option && iMmplemented.

Figure 13.State diagram of user interface.
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First, the user is displayed the Login View. Afersuccessful login, the Main
View is displayed. From the Main View, the user meslect the Manage Peer
Groups View, the Map View, or exit the applicaticausing the Exit Confirmation
Dialogue to be displayed. It should be noted thatManage Peer Groups View is
usually the most reasonable alternative, since owithjoining the peer group,
community functionality remains disabled. Thughé user has joined a peer group,
she can see other users in the Map View and sepeiregroup user listing in the
User List View. Using the Message Input Dialoguee tuser may send instant
messages to other users who belong to the samemesr.

The looks of the views are presented in Figure dd Rigure 15. Figure 14
contains the basic views for logging in the peeyugr main menu, and managing
peer groups. After the actions in these views, uber should be able to use the
advanced context-aware and group-based functioNsaP2P.

Figure 14.Basic views: a) Login View, b) Main View, c) Mara@eer Groups
View.

Figure 15, in turn, contains the advanced viewdldfsplaying the map with other
users on it and the actual user list for commengrayup-based actions as well as
supersessions.

Map View User List View

Figure 15.Peer group views: a) Map View, b) User List View.
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6.3.4. Sequence Descriptions

The previous sections described the static modeland the user interface of
NaviP2P. This section describes the behaviour efwhole system, including two
mobile phones equipped with PnPAP middleware amgliGgtions. It should be
noted, however, that only the initiating user ie tequence has to have NaviP2P
installed. It depends on the case what applicatises B needs to have installed. The
following sequence descriptions do not go into redére or application level
details but merely outline the behaviour of thetesys

The first sequence describes overview of the behlaviof “Track user”
functionality. As mentioned, the initiating user)(Aas to have NaviP2P installed but
it suffices that the other user (B) has some agpba running on top of PnPAP. In
this sequence, user B also possesses NaviP2P. MRAPP of user A has
communicated the user list to NaviP2P beforehanaltov user A to select user B
and track his context information. In Figure 16e teequence starts by User A
selecting “Track user”. This launches a chain daoirig requests for a visibility
change. The requests are forwarded from user ASR2#® to user A’s PnPAP, all
the way over the network to user B PnPAP. Finalger B's PnPAP forwards the
request to the application running on top of itetJ8 accepts the request. After
receiving the acceptance for the request, usePARAP requests for context of user
B. User B’'s PnPAP starts sending context informatmthe user A’'s PnPAP, which
forwards it to the applicatiolfContext information flows until one of the useraves
the network, user A sends a message ordering {o ti® context information
transmission, or user B stops updating the infoiomat

Figure 16.“Track user” sequence description.

The second sequence in Figure 17 presents the ibaha¥ starting an interaction.
In this case, NaviP2P is used as an interfaceato \golP call between two users, but
the sequence can be generalised to encompass tgfiesr of interaction as well.
First, NaviP2P starts RealTime locally. After th#éte request for interaction is
passed on via the local and remote PnPAPs to usandthen accepts the request.
RealTime is started on user B’s device as well. abeept notification travels back
to user A’'s RealTime. A session is set up betwéenldcal and remote RealTime.
Voice is transferred over IP until the session €nds presented in the figure).
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Figure 17.Sequence description of a supersession.

Context data about supported interactions may bd ts modify the action menu
of NaviP2P. In Figure 18, the “Action” menu has s#nu options “Send message”,
“Browser files?”, and “VolP?”. The question mark the end of the two latter
options denotes that the local, user A’s PnPAP axipphese interactions but that
the remote, user B’'s PnPAP does not. Based onntloisnation, user A may decide
that she does not want to initiate a VolP callcsiuser B does not have VolP
application installed.

Figure 18.User interface modified according to context ddiaut supported
interactions.

If user A would still like to initiate a VolP conkgation, Agile Content Push
Control [47] might be used to push the missing @ppbn to user B. On an
incoming session request, ACPC detects that the ¥pplication is not installed and
suggests its installation to user B. Digital riglmsnagement is integrated in the
system promoting ease-of-use as user B only hasdept or decline the session
request. Thus, the inexistence of remote applioadimes not totally prevent session
start-up, only slightly slows it down, since theplgation has to be downloaded and
installed on the remote device.

Two types of context-aware feature categorisatimpn®ey and al. [7] are covered
in NaviP2P. First, context information is presenteduser. Second, service is
provided without user interaction when the menudigmamically configured
according to the interactions available on bothrais&he third feature, tagging
context, is not present in the system.
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7. EVALUATION
This chapter provides evaluation on NaviP2P. At saene time, it is also an
evaluation of PnPAP, as NaviP2P uses the funciorosided by the middleware.
The evaluation is divided into quantitative anadysionsisting of functional testing
and latency analysis, and into qualitative ana)y=sprising of user testing.

7.1. Functional Testing
The functional tests are mapped to correspondiegcases so that all the use cases
are covered. The last test is not mapped to anycase since it satisfies a quality
requirement. Execution is described from the viewpof the user. In the end of
each test, result of the execution is provided.

7.1.1. Contact List

Use CaseManage Peer Groups.

Execution: User A joins a peer group. As a result, DC++ hapined. Peer group
members can be seen in the User List View.

Result: The test was successful.

7.1.2. Context Transfer from PnPAP to NaviP2P
Use CaseDisplay My Location on Map.
Execution: User A selects the Map View. His location is disggd on the map. If
valid location information is available, user A da@ seen in the correct position on

the map of city of Oulu.

Result: The test was successful.

7.1.3. Delay of Displaying a New Map
Use CaseDisplay My Location on Map.
Execution: User A selects the Map View. If the user takesi@ion requiring a new
map fetch, e.g. scrolling or zooming, fetching avrmeap from the map server and

displaying it should not take more than five sesrithere were 30 test runs.

Result: The test was successful.
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7.1.4. Context Transfer between Two PnPAP Nodes
Use CaseTrack Other User.

Precondition: User A and at least one other user have joined e&x geoup
successfully.

Execution: User A selects user B in the User List View. Ugeselects action
“Track user”. User A selects map view. If user Beggated the request to be tracked,
user A can see location and presence text of user B

Result: The test was successful.

7.1.5. Supported Interaction Discovery
Use CaseStart Interaction.

Precondition: Context information flows between user A’'s PnPARI aiser B’s
PnPAP.

Execution: User A selects user B in the User List View or e Map View. The
user selects an actions menu. User A is indicabtil locally enabled interactions as
well as if the interactions are enabled on User B.

Result: The test was successful.

7.1.6. Supported Interaction Session
Use CaseStart Interaction.

Precondition: Context information flows between user A’'s PnPARI aiser B’s
PnPAP.

Execution: User A selects user B in the User List View othia Map View. User A
selects an actions menu. As user A selects oneecddtions, an appropriate session
is started and views changed accordingly. It isughdhat one application session, in
this case, VolP, can be started successfully. Viemeschanged both on local, user
A’s, and remote, user B’s, mobile device. Voice ro\e starts to flow between the
two mobile devices.

Result: The test was successful.
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7.1.7. Scalability

Precondition: Context information flows between user A’'s PnPARI aiser B'’s
PnPAP.

Execution: Reliable action, i.e. context information is trarséd between nodes,
was achieved with a limited number of nodes (thrébe amount of mobile devices
available restricted the tests. It is expected thatlow speed of GPRS connections
combined with continuous packet transfer soon eraat upper limit to the number
of devices in the context distribution network. Tdnavere five test runs, each of
which consisted of three nodes exchanging contefdrmation with each other.
Each test run lasted for an hour.

Result: The test was successful with a limited number afeso(three nodes).

7.2. Delay Analysis

This section focuses on evaluating NaviP2P in antiaéive manner, namely delay
analysis. First, the previously published resutts lariefly described. Second, new
tests present measurements on the latencies oéxtodata exchange. The test
execution is described and the results discussed.

7.2.1. Previous Work

A preliminary NaviP2P delay analysis and discusswon different map storage
solutions is provided by Ohtonen et al. [45]. e taper, the delay of the following
sequence is analysed: user starts the applicaidars his user name and password,
joins a peer group and selects the map view. THalenphone and GPS device were
assumed to be up and running and the softwarelletstaefore the sequence. As a
result, technical delay is approximately 17.4 seéspnwhich mainly consists of
GPRS latencies in joining the peer group and doagiltgy a map. User interaction
delay is approximately 11 seconds, consisting maail entering user name and
password in the login screen. The following condasvas drawn: stating that faster
connections (e.g. WLAN), reduced map size or maped on local mobile phone
memory would reduce the technical delay and impnmer experience, whereas the
system remembering user name and password woulcteethe user interaction
delay dramatically after the initial login. The steoming of the preliminary delay
analysis is that it does not encompass the deldysupersessions or context
distribution- or any other group-based action besides joiniegpier group. These
shortcomings are corrected by Kassinen, providielgydanalysis of a supersession
[50], and the author, focusing on the delays inexindistribution in the following.
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7.2.2. Test Execution

The test measures the delays of context distributieluding node A requesting for
visibility change, node B accepting the requestden® requesting for context
information, and finally, node B delivering it. Thest sequence begins from the state
to which the previous work left the applicatiore.ithe peer group has been joined
and a map has been displayed. The sequence isbéesand explained in detail in
the previous chapter, in Figure 16.

The test setting is quite similar to the one in pheviously published work. There
are two Symbian Series 60 phones (Nokia 6630) RitRAP and NaviP2P installed.
The SIP messages are routed via SIP Express Rioutsllular network (GPRS).
Both phones are equipped with SIM cards with pulficaddresses so that direct
connection between the phones is possible. DC++4iubed as a contact list for the
users in a peer group.

The delays, originating from various components tloé architecture, were
obtained by repeating the test sequence twentystoheing one testing period and
calculating the average. The test failed once haitréason was found in measuring
the delay, not in the sequence itself, the sequeanw®leted successfully. The total
delay between the different test runs, includinghbaser interaction and technical
delays, varied from 7.93 seconds to 10.69 secaondsly caused by the variation in
the user interaction delay. The results are suns®drnn Table 2. As the signalling
protocol is SIP, every message is acknowledgechtiyka message. This feature was
used to calculate round trip times (RTT). The measent of one-way delay was
not possible since the clocks on mobile phones wetesynchronised. Thus, the
values in the table present the round trip timesweéler, from the total delay, the
delays of OK packets can be subtracted, gettingthgal technical delay. This result
is marked on the last line of the table. As a cqusace, the sum of technical delays
with RTTs is not equal to the total technical deld)erefore, the total delay
describes the delay from user selecting the “Redgieescontext” command to the
context information of user B displaying on theesar. The grand total, including
both user interaction and technical delays, ishdliygover nine seconds (9.09
seconds).

Table 2. Delay measurement results

Action User Technical
interaction | delay (s)
delay (s)
A selects “Request for context”, the command iscessed and ~1 0.11
request for visibility change is sent to B
“Visibility change” packet is transferred from A B 2.44
B processed the packet and asks the user to abeemquest ~1.3 0.1)7
Accept command is processed and a packet is sekitda 0.13
“Accept” packet is transferred from B to A 1.80
A processes the packet and sends a request fotextpacket 0.27
“Request for a context” packet is transferred frdro B 1.59
The request is processed and a context packettibaek 0.31]
The context packet is transferred from B to A 2136
A processes the context packet and displays datadaiser 1.33
Total ~2.3 6.79
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The context packet transfer delay is continuousgesiit occurs every time a
context packet is transferred from B to A. In abahf A has to process the context
packet and display the context information for ttser according to the view. The
view used in the measurement was always the map ¥Hewever, the delay could
be slightly reduced if only, e.g. presence texts weewed instead of computation
demanding operation of displaying user locatiortt@amap.

7.2.3. Analysis

The delays are divided to user interaction andrteeh delay. The user interaction
delay is approximately 2.3 seconds. DissectingebBnical delay, there can be seen
two subsets: network delay and processing delaywdi& delay is 8.20 seconds
consisting of transferring the packets. If the gdadd OK packets is subtracted from
this, we get 4.48 seconds. The processing dela.3% seconds consisting of
processing the packets and enabling user interadtigure 19 presents this division:
network delay constitutes half of the total, and tither half is divided equally
between the processing delay and the user interad@lay. Somewhat surprisingly,
the portion of network delay caused by the slow GRBnnection is not more than a
half of the total. Besides, the author becameeskiih pressing the buttons during the
test, meaning that the user interaction delay @ tiee best case scenario.

0O User interaction
B Processing

0 Network

Figure 19.Division of delays in context distribution.

The high delay on the first packet, “Visibility aimge” (2.44 seconds RTT), may
be due to the fact that, on its way in the netwdinle, packet causes routers to be
configured. Thus, the consequent packets can Ipsfénaed faster. Transferring a
context packet is more stressing on the netwoB6(8econds RTT) than transferring
“Visibility change”, “Accept” (1.80 seconds RTT),r dRequest context” (1.59
seconds RTT). However, transferring XML does noplyra significant increase in
delay, even if the difference in the size of the/lpad is of the order of one
magnitude: in “Visibility change”, the size is aldifty bytes, whereas in actual
context information transfer, the size is aboutKildbytes. In addition to increased
transmission delay, packet processing and parsngomputation-intensive and
therefore also time-consuming. The impact of thesipg to the system could not be
precisely measured, since only a simple parser imptemented. There were no
security measures either, e.g. packet encrypticakent, thus preventing
measurements on the impact of security aspects.

The previous work showed that displaying the m&ese28.4 seconds, consisting
of 17.4 seconds of technical delay and approximadt&lseconds of user interaction
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delay. Combined with the results above, it takesoat 40 seconds before the user
can see the location and other context informatifothhe selected peer. Additionally,
in real life, user interaction delays would prolyabe greater. For example, if the
user did not immediately notice the request forterry then the delay of accepting
the request could be minutes, even hours. This i®ng wait. However, in
consecutive sequences, the delay may be reducedlltwing the system to
remember user name and password and avoiding weaeéduesting for visibility
change and accepting the request. In addition,ay tme set in a peer group that
context distribution within the group is alwaysoaded, thus, removing the initial
request for visibility change. It may be concludedt at least in this limited test
setup, improving the speed of user interactioninsoat as important as improving
the bandwidth of connection.

Most of the networking in a context distributionsssm is transferring the actual
context packets. Before using PIDF, context distidn was implemented using a
binary format, in which location, presence, hesaate, altitude, speed, time, and
supported interactions were compressed in 335 byities format was somewhat
extensible but had zero interoperability with otlsgistems. Comparison with the
binary format reveals that the PIDF implementatiequires a substantially greater
amount of bandwidth. The differences between thekgiasizes of a binary and a
PIDF formatted context packet are presented in€l8bIThe size of a PIDF packet,
including IPv4 (IP version 4), UDP, and SIP headmsr4929 bytes, whereas a packet
with the message body in binary format is only ®§@s. The difference is almost
three-fold. The division between the overhead o#|RUDP, and SIP headers, and
the actual message bodies is illustrated in FigOreAs seen, the difference between
the binary and PIDF message bodies is almost bilee-f

Table 3. Context packet sizes for different message forifiaties)

Message Body SIP UDP IPv4 Total
Binary format 335 317 8 20 680
PIDF 1583 318 8 20 1929
PIDF B Message Body
oSIP
m UDP
Binary
‘ o IPv4
6 560 1600 1560 2000

Figure 20.Message format overhead comparison (bytes).

When the binary format is used, the overhead dédiht headers is about 51 %
(345 bytes per 680 bytes) of the total packet dizing PIDF format, the portion of
the overhead is about 18 % (346 bytes per 192%hyte both cases, SIP headers
constitute about 92 % (317 bytes per 345 byteghefoverhead. Thus, using SIP
produces a significant amount of overhead. If hinfarmat were used instead of
PIDF, and the binary payload alone would be carndgtie UDP body, thus avoiding
SIP overhead, the packet size would be only 363-&§2835) bytes. This would
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create a substantial reduction from the 1929 bgtes PIDF formatted packet with
SIP headers. In conclusion, in mobile environmsldyw connections may require
other solutions for distributing context informatiat the expense of interoperability.

Obviously, GPRS connection chokes if the numbeus#rs distributing context
information in a peer-to-peer fashion rises. Thosld be alleviated by introducing
faster connections such as WLAN. However, a beit@rnative is to reduce the
amount of data being transferred, since processaig drains the precious battery
life of a mobile device. Presence server is onermditive for reducing the traffic.
Furthermore, only significant changes in the conteformation could be updated,
and only when the changes occur, not periodicalynahe current implementation.
Despite its deficiencies, the context distributieatures of PnPAP were sufficient to
support user testing, which is discussed in theviehg section.

As for the economical aspect, context data distisbudoes not suit the pricing
models with traffic-based fees. The pricing hasbexome flat-rate with a fixed
monthly fee. However, this puts the network undieess if context updates are
continuous and the service gains popularity.

7.3. User Testing

Qualitative analysis of NaviP2P is provided in teection. NaviP2P development
was in a mature phase, therefore, it was expostuetpublic eye in the form of user
testing. During the same testing period, also ailm@&xercise application, Wellness,
for keeping record of personal and community tragnprograms and development,
was tested. The first aim of the user testing wéstl out the user experience on the
applications. For this part, Wellness is out of $hepe of this thesis. The second aim
was to find out the feasibility of supersessiorsing NaviP2P to start a Wellness
session. The third aim, also out of the scope of tiesis, was to find out users
expectations about new mobile services and the ehagotential for these
applications, for creating market scenarios forrgiegoeer networking and mobile
middleware. The testing provided material for thiteeses.

7.3.1. Realisation

The testing took place from July to October of 200B6e equipment given for the
users included a Symbian Series 60 mobile phon&i@\N6630 or 6680) for the
applications and a sports computer (FRWD F-500h wénsors for retrieving heart
rate and GPS location data among others. As theeaf the applications insisted,
especially the sports-centred Wellness, users tv@aitform testing outdoors during
their normal sports activities. Therefore, the ssgere given the testing equipment
for a week to get hands-on experience on the agipits. The number of the test
users in one group was limited to three due tolithéed amount of equipment.
These facts, the long testing period and poor albiity of testing equipment,
limited also the total number of users and theeetbe sample for statistical analysis
remained small-sized.

The query form consisted of eleven sheets, incty@in introduction sheet, two
sheets for background information, two sheets &mheof the applications, and four
sheets for a business part. There was an intrausgssion where the organisers of
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the testing introduced the applications for théingsgroup. A number of tasks had to
be completed to show the capabilities of applicetidNaviP2P introduction sheet is
provided in Appendix 2. After the testing period afweek, the users filled in the
second sheet, provided in Appendix 3. Based onatimvers on both sheets, the
usability and other attributes of NaviP2P were psed.

In designing the questions, Nielsen’'s model of thgributes of system
acceptability presented in Figure 21 was conside3ggtem acceptabilityonsists of
social acceptability and practical acceptabilityie®tions about privacy issues cover
social acceptabilityof the applicationPractical acceptabilitydivides into groups of
reliability, cost compatibility, usefulnessetc. Compatibility means relation to old
systems, but in this case, there was no “old systérarefore compatibility is not an
issue.Usefulnesgwhether the system can be used to achieve sonredig®al) is
polarised intoutility (can the system in principle do what is needed) wsability
(can the system in reality do what is needed). Iinthe usability of the system is
broken down into five categoriesasy to learpefficient to useeasy to remember
few errors andsubjectively pleasing51]

Figure 21.Model of the attributes of system acceptability.

The questions for the users aimed at covering $peds of the model of system
acceptability. The focus was on usefulness of tpplieations. However, some
guestions also covered social acceptability, cast] reliability. Cost was hard to
estimate as the users did not have to pay anytionghe use of applications. In
reality, the cost would include both the initialst@f devices and software purchase
and the continuous cost of using the system irfdh@a of service and data transfer
fees. Reliability was expected to turn out to beissue as the applications were
prototypes.

7.3.2. Analysis of the Results

The results of the query were analysed anonymotibyever, a link between the

different answer sheets of each user was pres¢ovedable comparing background
information with the corresponding user experiedoeaddition, as expected, the

sheets were incompletely filled in and sometimesahswers were even ambiguous.
Ambiguity was resolved by interpreting the answethe least favourable way for

the application, e.g. if there were two optionsestdd in a multiple choice question,
the negative-toned one was assumed to be the ustersled answer.
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Respondents

There were 15 participants in the testing, 3 fenzadd 12 male. They represented
ages between 20 and 40 years, and were interestadliactively going in for sports.
Most of them had or were having an education ohn@al orientation or were
involved in technology in their work. The number users to answer to multiple
choice questions varied from 12 to 15 (Appendix™jere were two differentiating
attributes seen in the background information:t fiesarlier experience of smart
phones (eight experienced users and seven inerpedeusers), and second, earlier
experience of navigation applications (ten useth wbdme experience and five users
with no experience).

m Often

| Sometimes O Sometimes

O Rarely m Rarely

m Newer

m Newver

a) b)

Figure 22.Respondents grouped based on: a) earlier experarammart phones,
b) earlier experience of navigation applications.

Grouping based on usage of smart phones

The users were grouped in two groups based oneeakperience of so-called
“smart phones”. A smart phone was defined as a@lmvhich applications can be
installed by the user and that is capable of supmpmultiple simultaneously
running applications. The assumption was that #mailfarity with, e.g. Symbian
environment, affects the user experience. In amditadvanced smart phone users
have their earlier experiences on services runamge.g. Symbian mobile devices,
to compare with. Based on the facts mentioned, rabdh smart phone users were
predicted to have clearer and more realistic eqpiects on the usability of the
service.

Table 4 reveals that with experienced users therast lies with the sharing of
context information, where especially presencermégion (mean 4.00) was seen
very important. Both user groups considered NaviBg&bility to be rather good,;
after all, both means on this specific questionmaoee than 2.5. However, it is worth
noticing that the map functions were found muchegas use among the experience
users (mean 3.71) than among the inexperienced (rseian 2.83). In addition, there
was a high standard deviation with the performaotenap retrieval. Especially
inexperienced users (s.d. 1.38) do not, presumalalye a clear conception of what
is a sufficiently fast retrieval of map, since thdp not possess earlier usage
experiences.
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Table 4. Grouping of respondents based on earlier smartgobgperience

Previous usage of smart phones
High usage Low usage
mean| s.d. mean  s.d. mean
diff.
o | Logging in was fast 3.38 074 3.86 0.B8 -0/48
‘c__cg Logging in was easy 2.88 0.99 3.43 053 -0.55
2 | Map functions were easy to use 371 0149 2.83 0.75 0.88
_S Key commands in the map view were logic 3|25 0.463.17| 0.41 0.08
‘g Map retrieval from server was sufficiently fast 31 0.99 2.71] 1.3 0.41
B | Seeing context info of other user was useful 3.00.630 0.14| 3.13 0.64
£ | Wellness start-up worked expectedly 2143 1.13 0.73.00 0.82
~ | Wellness start-up was a useful function 2|71 Q.49 .690 2.86 0.90
Need for session start-up with other applications .432 0.79 097 271 0.95
Seeing location of other user was useful 3.43 0.53.29| 0.95 0.14
Seeing presence of other user was useful 1.00 0.0n86| 0.38 1.14
Application was stable 2.2b 0.50 271 125 -0146
o Application was sufficiently fast 2.7b 0.50 2.57 53. 0.18
& | Application use was easy to learn 3.00 0,82 2.8669 0. 0.14
5 | Needed additional guidance during the use 2.25 6 0.92.43| 0.98 -0.19
§ Happy with the functionality of the application 3.2 0.50 257 0.79 -0.32
Reluctant to let other users see my location 1.50.580 1.43| 0.79 0.07
Use for a fully developed version of application 5/ 1.00 2.86 0.9( -1.3p
Willing to pay for a fully developed version 1.25 0.50 2.14| 1.07 -0.89
Grade for the service 2.75 0.74 314 0,38 -0.39

Supersession, i.e. Wellness start-up from the map,vwas highly appreciated
among the high usage users. It is assumed thabtieept of interacting applications
was better adapted by the experienced users amiblyoseen somewhat irrelevant
or confusing by the inexperienced users. The mashising result was, nonetheless,
that both the experienced (mean 1.50) and the ereeqced (mean 1.43) user groups
did not mind sharing their location informationdther users. It also became evident
that the application functionality and user guidanequire some improvements.

Grouping based on usage of navigation applications

The earlier experience of navigation applicatioharqware or software, e.g. car
navigation system or navigation software on mopi®ne) was used as a second
criterion for a user division. None of the usersl hessed navigation applications
often, and only one had used them sometimes. $higireason for the first group to
consist of the users with no earlier experiencetardsecond group to consist of the
users with at least some experience. As for thelteesthe earlier experience was
expected to affect especially the usability of Nb&P. On one hand, users with
earlier experience on similar applications may a@@sily to the new environment.
On the other hand, they may expect NaviP2P to dffersame functionality and
quality as its commercial counter-parts.

Table 5 shows that the users with earlier expeeiemt navigation applications
found map functions a great deal easier to user(n3e£b) than the users with no
earlier experience (mean 2.60). However, the useith earlier experience,
supposedly comparing NaviP2P with other navigasipplications, found logging in
more cumbersome than the users with no earlierrexme. There was a great
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deviation in how map retrieval latency was expearésh both among the users with
some experience (s.d. 1.20) and the ones with per@nce (s.d. 1.14). In other
respects, in application use experience, there mereajor differentiating factors.

Table 5. Grouping of respondents based on earlier navig&xperience

Previous usage of navigation applications
Some usage No usage
mean | s.d. mean s.d, mear
diff.
Logging in was fast 340 0.70 4.00 0.p0 -0/60
o | Logging in was easy 2.90 0.88 3.60 0J55 -0.70
5__‘@ Map functions were easy to use 375 0146 2.60 0.551.15
2 | Key commands in the map view were logic 3|33 (0.50 3.00| 0.00 0.33
§ | Map retrieval from server was sufficiently fast @1 1.20 260 1.14 0.5
‘g Seeing context info of other user was useful 3.13.640 3.00| 0.71 0.13
T | Wellness start-up worked expectedly 3J00 0.82 2.4014 0.60
£ | Wellness start-up was a useful function 2186 Q.90 .203 0.45 -0.34
~ | Need for session start-up with other applicatigns .712 0.95 3.00 1.00 -0.20
Seeing location of other user was useful 3.22 0.673.60| 0.89 -0.38
Seeing presence of other user was useful 3.43 0.78.20| 0.45 0.23
Application was stable 2.3B 0.82 280 1,30 -0.47
Application was sufficiently fast 2.6y 0.52 2.60 59, 0.07
% | Application use was easy to learn 3.00 0163 2.80840. 0.20
; Needed additional guidance during the use 217 50.7 2.60| 1.14 -0.43
‘E Happy with the functionality of the application 3.8 0.82 2.60, 0.55 -0.27
Reluctant to let other users see my location 150550 1.40| 0.89 0.1(
Use for a fully developed version of application 32| 1.21 240 1.14 -0.0f7
Willing to pay for a fully developed version 2.00 1.10 1.60| 0.89 0.40
Grade for the service 3.0 0.63 3.00 0j00 Q.00

Overall user experience

The free-text feedback from the users confirmed ébdier perceptions from the
multiple choice answers, i.e. the ideas of contax&re community networking and
supersession were found useful and interesting, thet prototype stage flaws
hindered the user experience. The users askedfeasier logging in (the system
remembering login name and password). Also, thesusaund seeing context
information (presence description, tracking movethehother user useful if it was
available. Often, however, there was only one usarg the applications at a time,
which prevented trying and experiencing the groapedl actions. Some users
tackled the problem by scheduling the use of appbas to take place at the same
time with the other users in the group. Most ussese not worried about the
privacy, although some users found distributingrticentext information without
consent problematic. Thus, the system was mostialipaccepted [51].

It may be concluded that the fresh ideas improheduser experience, whereas the
prototype defects lowered it. In other words, tlystem had better utility than
usability [51]. The overall user grade for the ss#wvas satisfactory (3 on the scale
from 1 to 5) being almost homogenous (s.d. 0.45).
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7.4. Conclusions

This chapter encompassed testing NaviP2P in bo#intdative and qualitative
manner. The quantitative testing included functiotesting and delay analysis,
whereas the qualitative testing consisted of wussig. All the functional tests were
passed. This was needed for both enabling deldysasan context distribution and
carrying out user testing.

Delay measurement revealed that the three quastettse total delay in context
distribution consists of technical delay (6.79 s@tx) and one quarter of the user
interaction delay (approximately 2.3 seconds). lkemrhore, technical delay has two
main components: first, network delay (4.48 sechndsnstituting one half of the
total delay and two thirds of the technical delagcond, processing delay (2.31
seconds), constituting one fourth of the total yedad one third of the technical
delay. Somewhat surprisingly, the slow GPRS conmecivas not the only
bottleneck in the context distribution system brggessing the packets and waiting
the user to interact proved to stress the systahbeng forth significant amounts of
delay. A comparison between a binary and a PIDmébied packet showed that a
PIDF formatted message body and SIP headers praglugignificant amount of
overhead. In mobile environment, using more effitienethods for distributing
context information may therefore be required atdkpense of interoperability.

The delays of the system did not prevent condgaiser testing successfully. The
users familiarised themselves with the conceptgrofip-based context utilisation
and supersession. Valuable information was gaimedhe utility and usability of
these concepts. The concepts we found utilisalifguegh usability was hindered by
the fact that the applications were in a prototyiage.
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8. DISCUSSION AND FUTURE WORK

This thesis has elaborated context-aware groupdbasteractions in mobile
environment. It has demonstrated the benefits imiguseveral context types, such as
identity, location, presence, and supported interas in promoting inter-application
cooperation. The user testing proved the concepsuplersessions feasible. The
experience on this area may be used as a badigtioe research. As mobile devices
become more and more sensor-rich and their netngr&nd processing capabilities
improve, the development of commercial applicatiofith similar features will also
be possible.

Related work on the field has outlined the difft@d in using context. The
architecture of the Context Toolkit and the appla@s using the toolkit are versatile
examples of how to refine and use context inforamatiJava Context Awareness
Framework introduced a context framework in mobitwironment and evaluated its
feasibility in hospital environment. The value difist thesis, compared with the
related work, is discussing the relationship betwegoup-based context and
interactions. In addition, a different viewpomta user aspect instead of a technical
one- was considered in the discussion on an incentiveeifor leveraging context-
aware services. The goal of the model is to indueeple to reveal their personal
context data by utilising a basic human need -precity.

Interoperability aspects were closely examined. Ttandardised Presence
Information Data Format (PIDF) was considered &srtiost prominent solution for
context information distribution. The intercommuation between nodes of the
presented middleware, PNPAP, is designed to use.™MDbwever, the system is not a
PIDF implementation due to the absence of secung#asures. Nonetheless, a step
towards interoperability has been taken. Regartliegcommunication between the
middleware and the applications on top of it, ia turrent implementation, PnPAP
provides context information for the applicatiomsough an API. This means that
the programming language of the applications isfined to challenging Symbian
C++. Arguably, it is not the most suitable opticr fapid prototyping. Providing
context information in PIDF formatted messages llgcdhrough sockets, would
have been an alternative. However, this would hav@eased the message-
processing burden. On the other hand, the impleatient would have been
relatively easy since there were experiences oremmgnting the communication
between PnPAP nodes using PIDF.

NaviP2P, in its current prototype form, does ndfilfuhe requirements of a
commercial navigation application. As such, NaviF2Fdeal for demonstration
purposes and small-scale user testing. The usimggsoved that people consider
the usage of group-based context information usetutn interacting with other
users. Still, the supersessions could be furtheeldped, and the size of the sample
should be increased for more extensive and statitivalid analysis. In the future,
user testing should include more interaction sdesatlose to the non-technically
oriented users, for example “Browse photo galleigstead of a lower-level
interaction “Browse files”. Nonetheless, NaviP2B\des guidelines on what future
applications might offer: versatile group-basedeinattions in which context
information is utilised to provide ease-of-use. Ba other hand, instant messaging
systems have adopted features of a context distridpaystem, e.g. Meetro [21] uses
location information in addition to presence. Thehar anticipates convergence
between navigation and instant messaging applitaiiothe near future.
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The work has received acceptance from peer rdse@rand the results have been
presented in various conferences. The author hatemvrand presented a paper
introducing NaviP2P and its utilisation as a usaterface for group-based
interactions in the 17th Annual IEEE InternatioBgimposium on Personal, Indoor
and Mobile Radio Communications (PIMRC 2006) [48]addition, the author was
a co-writer in another paper in the same conferemomsidering benefits of
supersessions from the viewpoint of efficiency aade of use [44]. The incentive
model has been presented in the 5th InternatiormifeCence on Mobile and
Ubiquitous Multimedia (MUM 2006) as a poster [4Blesults of the delay analysis
and the user testing are to be presented in fpuwirkcations.

There are still many important aspects to resedtole of the most important
challenges was identified in the previous chaptes: wide-scale implementation of
context distribution. Namely, the efficiency of ¢ext distribution remains a major
challenge, especially in the mobile environmenterEhare some improvements,
including introducing faster connections and redgcithe amount of data.
Nonetheless, there is no simple remedy for thiblpra. The data may be distributed
in centralised fashion, e.g. through a presenceesess in most of the instant
messaging systems. An alternative is a peer-toggganoach, which has been proved
efficient and feasible in Skype network, where pree information is distributed in
a hierarchical peer-to-peer manner. The two-layexpdroach in Skype network,
with ordinary nodes and supernodes, improves efiy. On the other hand, an
IETF working group, P2P SIP, studies using pegrder technologies in a SIP
network to eliminate the need for centralized sexvé®2P SIP is a promising
candidate to achieve wide-scale context distriloutio

The packet comparison showed that, although usiRga®d PIDF may be an
interoperable way to communicate, it is certairdy a very efficient one. Alternative
solutions may have to be considered in mobile enwirent, where bandwidth
available is limited. As mentioned, PIDF is not degent on SIP. Thus, a similar
approach as in VoIP could be taken: SIP negotsteasing up a session, but a much
lighter protocol is used to transfer the actualadpackets. In VolIP, this lighter
protocol for audio is Real-time Transport Protosshereas in context distribution,
the actual context information could be transfeireplain UDP packets.

Another interesting research direction would béplement the incentive model
for leveraging context-aware services. PNnPAP andiP®® could be used as a
platform for the model, as it was suggested. Funtloee, the implementation should
be tested in real environment with real users sineimpossible to predict human
behaviour by merely conducting theoretical analysiaus, implementation and user
tests are needed for reliably measuring the fdagilof the model. This need was
also identified by the reviewers of the MUM 2006 f=rence.

In addition, the composition of peer groups shdaddexamined. The size of the
peer group is important since it affects not orlg tesults of using the incentive
model, but also the efficiency of context distribatwithin the group. In addition,
the implications of the user being part of multipker groups should be examined.

The aim of this thesis was to consider how to inapr@ase-of-use in mobile
environment by using context data of a peer gragpecially in inter-application
cooperation. By implementing the supersession anglimy it feasible in the user
testing, the aim was attained. Group-based comiwareness is an important topic
with several potential application areas, espgciai mobile devices become more
and more sensor-rich and capable of communicatitigeach other.
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9. SUMMARY

Context information is becoming an essential res®un mobile networking, as
more and more sensors are introduced in mobilecds\b perceive the surrounding
environment, bandwidth available increases, andgssors become more efficient.
Context-awareness brings ease of use to mobilecelevby allowing dynamic
configuration of service®An advantage compared with desktop computing isthea
context of the mobile device is also the contextiiser. The goal of this thesis was
to investigate both technical and social aspectsootext distribution accompanied
with an implementation of a context distributiondaiieware and an application
using the community context for inter-applicatimoperation.

The basic concepts of context-awareness and codixibution were presented.
Related work, including presence service, the Gani®olkit and Java Context-
Awareness Frameworks were studied. Then, thisgHesused on interoperability
and standardisation work concerning context distitim. Presence information data
format (PIDF) and its extensions were presentedaasolution to achieve
interoperability.

Not only technical aspects of context distributidmit also user aspects were
discussed. People expect reciprocity in their $aelkations. Utilising this fact, an
incentive model for leveraging context-aware saviwas presented. As a result of
adopting this model, revealing context informatieexpected to increase.

A mobile middleware, Plug-and-Play Application Réain (PnPAP), build on
Symbian Series 60 platform, was presented. Amosgoiher functions, PnPAP
distributes context data distributed in PIDF formeging SIP as a transfer protocol.
Furthermore, an application utilising context datanobile peer-to-peer navigation
application, NaviP2P, was presented. First, NaviB##érs the basic functions of a
navigation application, i.e. zooming, scrollingdadiisplaying user location on map.
Second, NaviP2P is capable of displaying conteformation of other users,
including location and presence. Third, NaviP2apable of supersession start-up,
i.e. enabling new application sessions to be laeddhirectly from the map view. In
short, NaviP2P provides a graphical user interféare group-based interaction.
NaviP2P as a whole and parts of the context digioh were implemented by the
author.

Finally, NaviP2P along with the context distribgfinmiddleware underwent

guantitative evaluation, consisting of functionakting and delay analysis, and
gualitative evaluation, consisting of user testiRgssing functional testing served
both delay analysis and user testing. Delay aralggamined distributing context
data using a GPRS connection. Technical delay itotest three thirds of the total

delay, mainly caused by the slow GPRS connectibe. rést of the delay originates
from user interaction. The packet comparison betwBEDF and binary formats

showed that PIDF formatted message body and SlBehregroduce a significant
amount of overhead. In mobile environment, whefeieht usage of bandwidth is

vital, alternative methods for distributing contaxfiormation may be considered.

However, the delays were tolerable for user tegtnind out utility and usability
of NaviP2P. Users considered context distributiomd ainter-application
communication to be utilisable as concepts, althowgability was somewhat
hindered by the unfinished nature of PnPAP and R2®i prototypes. The
experiences may be utilised in the developmentashroercial applications with
similar features.
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Appendix 1: PIDF XML Schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:ietf:params:xml:
xmlins:tns="urn:ietf:params:xml:ns:pidf"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified"
attributeFormDefault="unqualified">

<!I-- This import brings in the XML language attr

<xs:import namespace="http://www.w3.0rg/XML/19

schemal ocation="http://www.w3.0rg/2001/xml.xsd"/

<xs:element name="presence" type="tns:presence

<xs:complexType name="presence">
<xs:sequence>
<xs:element name="tuple" type="tns:tuple"
maxOccurs="unbounded"/>
<xs:element name="note" type="tns:note" mi
maxOccurs="unbounded"/>
<xs:any namespace="##other" processContent
minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="entity" type="xs:anyURI"
</xs:complexType>

<xs:complexType name="tuple">
<xs:sequence>
<xs:element name="status" type="tns:status
<xs:any namespace="##other" processContent
minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="contact" type="tns:conta
minOccurs="0"/>
<xs:element name="note" type="tns:note" mi
maxOccurs="unbounded"/>
<xs:element name="timestamp" type="xs:date
minOccurs="0"/>
</xs:sequence>
<xs:attribute name="id" type="xs:ID" use="re
</xs:complexType>

<xs:complexType name="status">
<xs:sequence>
<xs:element name="basic" type="tns:basic"
<xs:any namespace="##other" processContent
minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:simpleType name="basic">
<xs:restriction base="xs:string">
<xs:enumeration value="open"/>
<xs:enumeration value="closed"/>
</xs:restriction>
</xs:simpleType>

<xs:complexType name="contact">
<xs:simpleContent>
<xs:extension base="xs:anyURI">
<xs:attribute name="priority" type="tns:
</xs:extension>
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</xs:simpleContent>
</xs:complexType>

<xs:complexType name="note">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

<xs:simpleType name="qvalue">
<xs:restriction base="xs:decimal">
<xs:pattern value="0(.[0-9]{0,3})?"/>
<xs:pattern value="1(.0{0,3})?"/>
</xs:restriction>
</xs:simpleType>

<l-- Global Attributes -->
<xs:attribute name="mustUnderstand" type="xs:b
default="0">
<xs:annotation>
<xs:documentation>
This attribute may be used on any element w
optional PIDF extension to indicate that the corre
element must be understood by the PIDF processor i
enclosing optional element is to be handled.
</xs:documentation>
</xs:annotation>
</xs:attribute>
</xs:schema>
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Appendix 2: NaviP2P User Testing: Background Info @Qery Forms

OSA 1: Taustatiedot

1. Sukupuoli: Nainen Mies
2. Ik& (vuotta): 15-20 21-25 26-30 30-40 41+
3. Ammatti:
4. Koulutus:
En koskaan Usein
5. Oletko aikaisemmin kayttanyt ns. alypuhelinta? 1 2 3 4
6. Kuinka usein olet kayttanyt seuraavia matkagopelveluita?
En koskaan Usein
Internetin selaus alyplimella 1 2 3 4
Kaytsyy? Tyd huvi koulutus muu
GPRS/EDGE/3G 1 2 3 4
Kaytoyys Ty6 huvi koulutus muu
Pelien tai sovellustataus alypuhelimeen 1 2 3 4
Kaytoyy8 Tyd huvi koulutus muu

7. Montako élypuhelinsovellusta olet itse ostanut?

8. Oletko aiemmin kayttanyt vertaisverkkosovellak&@sim. Napster. DC++. Kazaa. Gnutella). PC:lla
tai matkapuhelimella?

1 2 3 4
Kaytoyys Tyd huvi koulutus muu
Millaisia sovelluksia?
Sovelluksiin liittyvat esitietokysymykset
9. Oletko aiemmin kayttanyt navigointisovelluksia?  En koskaan Usein
1 2 3 4
Kaytony8y Ty6 huvi koulutus muu

Millaisilla laitteilla (matkapuhelin. erillislaitemuu)?

10. Kuinka usein keskim&aéarin harrastat urheiluas{pkien hyotyliikunta kuten téihin pyoréaily)?

. 2 kertaa kuukaudessa tai vahemman
. 3 kertaa kuukaudessa

. kerran viikossa

. 2 kertaa viikossa

. 3 kertaa viikossa tai enemman

5 3 53355

11. Mit& urheilulajeja harrastat?




12. Miksi urheilet (tavoitteet)? / Miksi et urhefle

78

13. Millaisia apuvalineitd olet kayttanyt urheikasi tai kuntoilun tulosten seurannassa (esim.
sykemittari (merkki ja malli). kyna ja vihko)?

14. Mita muita harrastuksia sinulla on?
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Appendix 3: NaviP2P User Testing: User Experience @ery Forms

OSA 2: Kaytettavyyskysely

NAVIP2P: TEHTAVAT

Tee tehtavat. Raksi ruutuun mielipiteesi vaittejatkirjoita havaintosi ja kokemuksesi NaviP2P:n
kaytosta.

Tehtéva 1 Kirjautuminen vertaisryhmaén (DC++-hubi). Kartan kayttdminen.
- Kirjoita nimesi tekstin "sip:” jalkeen. esimerkik8ip:Seppo@212.50.147.120". Salasana

voi olla mika tahansa.
Liity vertaisryhmaéan "Default”.
Jos liittyminen ei onnistu. voit "puhdistaa” DC++t#bin liittymalla sille uudestaan eri
nimella: poistu sovelluksesta (myds Wellnessisa&ijfjaudu uudelleen eri nimella.
Jos GPS-dataa on saatavilla. pitéisi sijaintiagelavan sinisen pallukan ndkyéa oikeassa
kohdassa Oulun kartalla. Muuten kaytetaan oletissina Rotuaarin palloa.

Viitteet: Eri mieltd  Samaa ntil
1. Kirjautuminen oli nopeaa. 12 3 4
2. Kirjautuminen oli helppoa. 12 3 4
3. Karttatoiminnot olivat helppokayttdisia. 1 2 3 4
4. Nappainkomennot karttandkymassa olivat loogisia. 1 2 3 4
5. Karttojen haku karttapalvelimelta oli riittavaopeaa. 1 2 3 4

Havaintoja ja kokemuksia:

Tehtdva 2 Kartan ja vertaislistan kayttaminen.
Voit siirtya karttanakymasta kayttajalistaan. josgyvat DC++-hubin jasenet.
Voit lahettaa muille kayttajille viesteja tai setardeidan treenaustaan.
Kayttajalle nimeltdan PC lahetetyt viestit meneasgitelluksen tekijoille.

Viitteet: Eri mieltd  Samaa ntil
6. Toisen kayttajan kontekstin ndkeminen oli hyddl 1 2 3 4
7. Wellnessin kaynnistys Navista toimi odotetusti. 1 2 3 4
8. Wellnessin kaynnistys Navista oli hyddyllineimmto. 1 2 3 4
9. Kaipaisin kohdan 8 ominaisuutta muidenkin sastén 1 2 3 4

kanssa. esim. puhelu suoraan kartassa nakyvalerikav

Havaintoja ja kokemuksia:

Tehtdva 3 Muiden kayttajien sijainti.
Vertaislistassa valitse "Track user” (kayttdjaa Blomaa matkapuhelinta ei voi seurata).
Karttandkymasta voit valita kayttajan nappaimillg B.

Viitteet: Eri mielta  Samaa ntil
10. Toisten kayttdjien sijainnin ndkeminen oli hytidta. 1 2 3 4
11. Olotilatekstin ndkeminen oli hyodyllista. 1 2 3 4

Havaintoja ja kokemuksia:
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NAVIP2P: KYSYMYKSET KAYTON JALKEEN

Viitteet: Eri mieltd  Samaa mielté
1. Sovellus toimi riittavan vakaasti. 12 3 4
2. Sovellus toimi riittdvén nopeasti. 12 3 4
3. Sovelluksen kaytto oli helppo oppia. 12 3 4
4. Kaipasin liséohjeita sovelluksen kayton aikana. 1 2 3 4
5. Olen tyytyvainen sovelluksen toimintaan. 12 3 4
6. En olisi halunnut muiden nékevan sijaintiani. 1 2 3 4
7. Minulla olisi kaytt6a valmiiksi kehitetylle vaddle 1 2 3 4
sovelluksesta.
8. Olisin valmis maksamaan valmiiksi kehitetysta 1 2 3 4

sovelluksesta.

9. Mika palvelussa oli parasta?

10. Mika palvelussa oli huonointa?

11. Kehittdmisideoita ja muita kommentteja?

12. Mink& kokonaisarvosanan antaisit palvelullegaana 1-5)?

Kannustinjarjestelméa kontekstitiedon jakoon

Kuvittele jarjestelma. jossa vertaisryhmassa onmnedkstitiedon jakamisesta saa pisteitd. Pisteista
saa hyvitysta palveluntarjoajalta ja niiden perekdemaaraytyy kayttajataso. joka vaikuttaa siihen.
miten paljon muiden kontekstitietoa on mahdollisnékda (esim. tason 1 kayttgjat nakevat vain
muiden olotilaa kuvaavan tekstin. tason 2 kayttjétan lisdksi muiden kayttajien sijainnin jne.).

13. Kenelle ja millaista kontekstitietoa olisit was paljastamaan? Rastita ruudut.
verkkoyhtey- | olotila paikka konteksti-| muu. mika?
den laatu historia

ystaville

tuttaville

tyokavereille
mainostajille (kaupat)
muille (esim. urh.seura)?

14. Mita haluaisit saada vastineeksi kontekstitrejdgdkamisesta?

15. Kehittamisideoita ja muita kommentteja jarjbatsta?
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Appendix 4: NaviP2P User Testing: Test Results of Mtiple Choice Questions

Background

1.1

1.2

Respondent (group.id)
1.3

2.1

2.2

2.3

3.1

3.2

3.3

4.1

4.2

4.3

5.1

5.2

5

Gender
Earlier epxerience of smart phones
Earlier experience of navigation applications

4
2

female femalefemale

4
3

male
4
2

male
4
2

male male male male male male male male male

4
2

4
22

1

2

4

2

3

1

3

1

3

1

1

1

3

2

2

male
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