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Abstract Lots of research has been carried out on heterogsne
network integration. In 3GPP standardization warkeéing
This paper presents a middleware architecture fu t carried out on the architecture for WLAN and 3G
adaptable management of heterogeneous wirelelferworking [1]. Mobile IP based vertical hand¢® can
resources. The main application of the proposefe used for heterogeneous connections like WLAN and
architecture is the optimal utilization of multipleireless GPRS. Mobile IP binding update extension [3, 4] can
access networks, in particular integrated WLAN 8@ support multiple interfaces and data flow contrblost
environment. The architecture is based on the adapt Identity Payload (HIP [5]) is a solution at mid wetk-
maintenance of communication channel during itetom transport layer (3.5 layer), in which a new namecspis
as well as 1/0O operation. We present our architeetand introduced for host identification. There are pjerdf
describe an implementation of a system based on tfRsearch and solutions proposed at transport lay@uding
architecture. Experiments were performed in a GPR%J. Homeless Mobile IPv6 [6], Mobile SCTP [7],
WLAN integrated environment. Performance metriceewe MSOCKS+ [8], etc. Some proxy/gateway-based progryet

measured and analyzed. solutions exist at transport layer [9]. Some conuiadr
products [10] offer seamless roaming of mobile desi
1. Introduction between heterogeneous wireless accesses. Mostenf th

utilize a proxy or gateway.

In the emerging pervasive and ubiquitous Computin%dln this paper we presentraiddleware architecture for the

paradigm a seamless communication environment & o aptiveconnectivity management of integratedlti-access

basic prerequisite. The multiple heterogeneous sgecdvireless networks The architecture is based on the optimal
networks based infrastructure is one of the leaéimgpblers mamtenance_ Of. channel, a logical link betweenntliand

for the new paradigm, in which the management wérsie server .appllcatlons. A channel always uses the best
networking resources is a challenging problem. Hare underlymg network _ interface o transfe.r data.' The
networking capabilities are highly different fromenaccess c%r_llnecltlon_for ?hne cEanne: can r?e dy(rjlamlc(jllly Shﬂlﬂck_
technique to another. Moreover, wireless networkSQoW 'I‘? t(_aavm_g € ct_glnne unchanged and S0 making
parameters vary dynamically over time. Connectivit?PP'lcations imperceptivle.

resources shouid be managed in a context-aware and’'€ have implemented a prototype based on the peopos

adaptive fashion in order to provide seamles rchitect_ure. Java was chosen as the programmﬂg@é@e
communications to ubiquitous services. ue to its platform independency. PDA with integaat

Current QoS models are mainly oriented towards low- LAN and GPRS connections was used as mobile device
level network parameters such as bandwidth, lateaoy xperiments were performed to demonstrate the pezd
jitter, targeting to provide a transparent managente correctpess of our solution. Performance was _e@ua
upper applications. However, there is an increasize for accordlng.to the collected data. Results showelaellplllty
network applications to be aware of the variatiométwork and effectiveness of the proposed middieware actite.

performance and quality. Applications should be enor .

intelligent in order to adapt to various networkZ- Architecture

environments, e.g. the access technologies beied asd

the greatly changing network status. On the othemdh ~ When a mobile device is equipped with multiple \eiss
despite the differences in the functionalites dfe t network, there challenges of dynamically managihg t
applications, the main networking services canl 4@ heterogeneous connectivity. Three major issues rhast
abstracted to common and unified interfaces todexlby resolved without the explicit control from appliicats:

diverse applications. Adaptation functions havéeofairly - Network interface selection When application
distributed into applications and system platfoemgd then requests a transport for data transmission, the bes
implemented with distinct mechanisms. interface at the moment should be used.



Disconnection treatmenDuring the period that no Network applications based on

valid network connection is available, 1/0 operatio Existing TCP channe

of the application should be suspended and later legacy

automatically resumed when a qualified network | @applications || Channel Management
connection becomes available. Agent (CMA _
Connection switchingWhen a better connection is Connection
available to the current application, or current e 'Eﬂg’\';l'ctfr’)r

connection may be lost, the connection should be
automatically and seamlessly switched to the new
one without being noticed by the application.
To address these requirements, new software comgsne
have to be incorporated in the mobile device. Fgdr
illustrates the proposed architecture protocolkstatated to

IP

WLAN interface GPRS interface

original TCP/IP stack. Two enabling componentsaatded
into the original TCP/IP protocol stack: Connecthanitor
(CMor) and Channel Management Agent (CMA).

Figure 1. Overview architecture

services with a set of APIs to the upper networlaaw

CMor is responsible for the collection of transientdaptive applications. These applications are myagmd

network information both of a local host and in emd-to-

service applications but can also be other systewel |

end fashion. Simple APIs are provided so that ne¢wo platforms at middleware layer e.g. file accessesyst

information can be explicitly queried by applicatioas well
as by the CMA. CMor also provides interfaces fa GMA
and the applications to subscribe to a particwae tof
connection event and get notification as it occurs.

The main feature of the proposed architectureasctear
partitioning of the whole adaptive functionalitigsto
different levels, in which each level only takesecaf the
functions that are most suitable to be concerned.byhe

CMA is the core module for adaptive networkadaptation of the end application is separated ih®

connectivity management. The functionality is readi by

the adaptive creation and maintenance of channgls.

channel is the logical link between physical apgilan

components that are located in different networkiais e.qg.

terminal or server. Each channel uses a specifie tyf
connection to transfer data between devices. CMAiges
a mechanism to re-evaluate the best connectioredoh
channel at any moment. The connection for one aaram
then be dynamically switched, while leaving the rofel
unchanged and so making applications imperceptititeen
no network interface can fulfill the requiremen®VIA can
suspend the operation of the channel and wake Iatgp
when new connection is available. Application ctso et
notification when a channel event occurs.

Application may explicitly control each channel itbself
if necessary, but usually it is done implicitly byoking

application layer and the middleware layer. All thetwork
adaptation mechanisms are abstracted and placen ont
middleware level, since the monitoring and contafl
network resources are mostly convenient to be imetged
at this level. Semantically oriented adaptation ma@isms
are then left to application level. This is duethie fact that
application knows the content and the media that it
consumes and processes the best.

It is worth to note that in the proposed architextthe
adaptive management of multiple network accessdsrig
at channel level instead of device level. Hence, mbment,
any application thread in one user terminal calizatits
own channel relying on a particular network accésshis
way simultaneous usage of multi-access networksn®
user device is possible. For example while another
application is downloading content from web using AN

CMA’s interfaces related to policy mechanism. Pplic connection, a message application can start toGRRS

management functions are used to express adaptat&s

This is an easier way to utilize the adaptive s®Ewi

simultaneously.

provided by CMA, in which the application needsyotd 3 Design and implementation

represent the

requirements by policies. The detaile

processing of the adaptation demands can thenfbéole 3 1 connection Monitor (CMor)

connection controller without the concrete concefnosn
the applications.

CMor module is used to collect and provide network

The specific adaptation function related t0 an &9Wap (gated context information. There are both locaisth

service should be implemented as part of the agmic

connectivity context and end-to-end network cooditi

where the adaptive activities can be determinede ThRgniext information, and both explicit query andemtv

adaptation of a provided service can be realizedutih
multiple serial stages, including adaptation trigog

approach selection and adaptation execution. Thpoged

subscription can be used for applications to obtain
corresponding network status and condition inforomat
CMA as well as the applications can explicitly iimguocal

architecture provides the adaptive network manageéme,enyork information with APIs provided by CMor. Hos



network information describes available networleifdces
enabled by system and configured with a valid |Bress.
CMor can report:
- Number of network interfacesA modern mobile
device may be equipped with multiple interfaces,
e.g. Bluetooth, IrDA, modem, Ethernet, WLAN,
GSM, GPRS, etc.

CMA

evaluation

switched

Connection list, consisting of connection indexes
and corresponding connection names. The
connection index forms the unique identification of
each connection.

Configuration information of each network
interface, including name, type (e.g. PPP, Ethernet
Token Ring, etc.), IP address, gateway IP, speed.
Operation status of each network interface, e.g.
available, operable, connecting, connected, idle,

no valid
(oo
event

Figure 2. Channel execution states and transition

particular area which the new wireless access
covers. The connection switching due to
“connection upevent is called &ctive switching
“connection dowhevent happens when a existing

sleeping, transmitting, receiving, ~unconnected, connection is not available any more, due to e.g.
unreachable, disabled, etc. _ pulling out a adapter card or moving out of a
Packet statistics information, i.e. amount of coverage area. The connection switching due to this

received, sent, discarded, and dropped IP packet on
each network interface.
End-to-end network condition context consists nyaofl

event is calledgassive switchirig

“address changédevent happens when the IP

! : address assigned to a network interface has been
connection QoS parameters. To estimate QoS paramete changed, due to e.g. handoff between access points.
values cooperation between peer CMors is neces$ag). By default CMA subscribes all the three connection
cooperation is achieved through a UDP signal channgyents from CMor on behalf of the channels andfiestall
which is also used for remote connection informatioiery  channels when the events occur. Channel can thedeciés
and remote event subscription. The signal charmellso pehavior accordingly.

open to be used to exchange any further information As for remote connection information query and remo
between peer CMAs including e.g. application specif event subscription and notification, host name khde
signals or channel policy negotiation messages. provided as one parameter. Request messages, desailt

End- to-end network information includes Round-Trigand event parameters are transmitted between exts. h
Time (RTT), Upload bandwidth, and download bandkidt This is achieved through the Signa| channel.

In CMor a UDP ping echo procedure is used for the
estimation of network delay characterized as RTar. the 3 2. Channel and channel creation
measurement of available bandwidth, a sender thraadda

transport protocol. Sender thread starts the meamnt
procedure by sending out a short “startup” pac&kowed
by a bunch of data. Receiver thread starts timeedeipt of
the “startup” packet and keeps receiving followiteta of
specific size before stop the timer. Then bandwicilue
can be calculated accordingly. Thread for eachicgmin
request is separately created by CMor in orderuggpert
multiple parallel network condition
Obviously the application has to specify the loead
remote connections between which the conditioreteated.

management of the architecture are mainly realibgd
CMA, through adaptively maintaining channel’s lifgcle.
Figure 2 illustrates the execution states of a obhas well
as the transitions between states. The TCP chasetel
includes TCP listen channel and TCP channel. Tiradbis
used as a server socket and the latter as bote aatid
passive TCP sockets. These channels work veryasimith

measurementspcket APIs, except that adaptive maintenance $sipie,

e.g. transparent switching and disconnection ojogralhe
TCP listen channel is implemented as a thread aoréal-

Event-driven method is used by CMA and th@ime and parallel processing on both channel ogenin

applications to subscribe some special network tsven

order to be informed when corresponding events é@app
Event notification is made through a call-back roeth

CMor allows the subscription of the following event

request and connection switching request is passibl
Application can obtain a active TCP channel simipyy

invoking CMA’s openTCPChannelfnethod. An evaluation

process is then launched in order to select theectly best

“connection up event occurs when a new |ocal connection for this channel. The evaluatdbased on
connection is available (i.e. a new network inteefa a policy mechanism. During the evaluation relatedtext
is available and assigned with a IP address), due jhformation e.g. network condition, user prefereraed
e.g. plugging in a PCMCIA card or moving into aapplication requirements are taken into considematlhe



[Applicaton] [CMA |  [Listen Channdl [ Peer Server  as ‘funning. A channel can later be removed from the

open | accept request channelList in case the application closes it ahesdime.
" [levaluation - Each channel contains a private data object fostivage of
Syn channel information including channel ID and type,
Czﬂﬁﬁ Syn, Ack socket connection index, IP address, traffic class, amdeseJRL.
Ack G| accert Application can also subscribe to channel events get
open_req notification with a call-back function when chanrelents
| return active rep: channel ID return occur. There are three types channel events imgudi
. . . g - “disconnectioh event, occurs when reevaluation
Figure 3. TCP channel creation indicates that there is no valid connection avéglab
and the channel enters “disconnection” state.
: - “local switched and “peer switchetlevents, occur
[ CMA | Active Channgl [Passive Chanrjel [ CMA | when the channel changes local or remote
even even connection, respectively.
process event > < process event
[T re-evaluation re-evaluation :I] 3.3. Channel connection switching
evaluation evaluatio
oo 20H p{swt: channel ID. new. [q........"%% best If, by evaluation, no valid connection is availabthe
"""" s new P [Listen Channd) channel will enter disconnected state. In this state 1/0
> Syn N operation is blocked and channel will not be wakedfor
socke Syn, Ack socket re-evaluation until a new event occurs. On the rotfaad if
connect Ack || accept new best connection is found, the channel willidaé a
block 10 Swtin Pt “swt: channel ID, in i connection switching session. A switching sessian be
'0 new passive socket initiated by either act_ive channel (at client si@e)passive
@@d channel (at server side). F_or latter case switcheggest
oWt in ptr, new sockt pagket_ should .be sent to cllen_t through S|g'nal cbhrThe
L block 10 switching session starts by trying to establistea socket
swt_rep: in ptr layer connection with IP address of the new besheotion.
During the switching I/O operations will be blocked
unblock 10 >Syr“j’"m< unblock 10 When server socket accepts a new request g_n_d s@awns
: $ e . new passive socket, there must be a way to disthghe

socket for connection switching with the one forawchel
creation. Channel layer PDU packet pair is therharged

i . . ) . between the peers. Active TCP channel first seridsviich
evalu_at|on process is alsc_) utilized in ch_anm_al aviny. request” packet (SWT_REQ) containing local inpuinter
Detailed policy representation and evaluation algoT can {4 the listen channel. Passive channel then resgonith a
be_found in [11]. At the server s_ide the applioauimn Open  «syitch reply” packet (SWT_REP) through the newkgaic
a listen channel and then obtain a passive TCPnedly | oca| input pointer of the passive channel is isolved.
theacceptRequest(pethod of the listen channel. After channel has replaced the socket layer correct

To e_stablish a channel layer conngction betweem P&gith the new one, 1/0O synchronization should be endthe
hosts, first a socket layer TCP connection shoeldriade. algorithm is similar to sliding window protocol. &a

The process is exactly a three-way handshake asgimal  -hannel maintains a local write buffer. During cection
TCP. Then channel layer connection is establishgd Ryyitching input pointers of the peers have beerhanged
exchanging a pair of channel layer protocol datésun yyrough peer channels. Then lost bytes are rethemiigh
(PDUs). This is for listen _channel to d|s_t|ngws_lﬁfejent the new I/O stream. Message sequence for TCP channe
requests for channel opening or connection swichrst — gyyitching are illustrated in Figure 4. Dotted linlepicts

active TCP channel sends an “open connection réquegagsive initiated connection switching (i.e. switelsulted
(OPEN_REQ) packet through the established sock€bm connection events at server side).

connection to server. At the server side the TCHReri
channel responses the request with a reply pack@t
(OPEN_REP) together with assigned channel ID. The’
channel ID is used to identify the channel whentchving
operation is initialized. Figure 3 depicts the naggs
sequence of TCP channel creation.

If the creation succeeds, CMA adds the new chanie|
its local maintained vector. State for the charnsdhen set

Figure 4. TCP channel switching

Experiments and analysis

A prototype is implemented based on the proposed
architecture. The implementation contains a setlafa
classes and a native library. Current Java implésien is
based on Sun JDK 1.1.8. This is to ensure the best



for mobile devices are still at early version. Thative
library is used to access native IP Helper APIs iatetacts
with CMor Java class by Java Native Interface (JM/e
have implemented and tested the Dynamic-Link Liprar _§
(DLL) files for both Pocket 2002 and Window 2000. A

default evaluation procedure has been implementgd bTerminal

compatibility because most Java Virtual MachinegM3) /
S

taking only connection speed into consideratioa, the Desktop PC
network interface with the highest speed is alwsslected
as currently the best one. Although simple thithis most Figure 5. WLAN-GPRS integrated environmen
representative case. Experiments were performeld thi . ) o )
prototype to demonstrate the operational correstoéshe 4. Disconnection. Only one connection is availaiile
architecture as well as to measure and analyzerpehce the beginning, then down at a moment when the
metrics. According to our design during channelnzmtion data transmission is on progress. After a while one
switching packet loss is avoided by data synchatitin. So connection (a new one or still the old one) is up.
packet delay is the major performance overhead. This is for testing the disconnection process.

The size of the channel buffer is set to be 10KBybefit
4.1. Experimental setup the high speed of the WLAN connection. The time dath

size were recorded to each data input and outputhtthe

The test environment consists of a user device (Rip@  Sender and the receiver sides. To each scenaperiment
a desktop PC interconnected as illustrated in EigurUser Was run 10-20 times in order to get stable numeviaes.
device is COMPAQ iPAQ 3970 running Windows PockelNO Physical movement was performed during the
PC 2002. IBM J9 is used as Java JVM. A Lucent Quno €Xperiments. Rather, the network connection wasnget
Gold IEEE 802.11b PCMCIA card was equipped for Wi-Fmanually by plugging and pulling the PCMCIA cardand
wireless access. We used panOulu [12] as the WLARH! Of the iPAQ to simulate the movement into and af
network. A NOKIA 7650 mobile phone serves as a GPRYLAN covered area. .
modem connected with PDA through Bluetooth. Since channel creation and packet delays are ther ma
TeliaSonera commercial GPRS connection was used. TRverhead of our design and they greatly affect-ties
desktop PC was on University LAN network (100 Mbpsappllcatlons, more data is needed to u'nderstancﬂ rehdy _
Ethernet) with a public IP address. It was runrilim2K happens during the channel creation and connection
and used as a TCP server to test TCP channel. switching. In order to investigate the behavior ibdh
A series of experiments were conducted, in which ghannel operations in more detail, probes wererpatthe
channel is opened from the PDA to the desktop F@nTa implementation to obtain the time durations of tideday.
MP3 file (363KBytes) was transferred between theARIDd )
the PC, both upload and download. Four scenariae we#-2. Experimental results

used in the experiment: . . . .
1. Plain implementation. This is based on socket In Scenario 1 as a basic TCP socket connection nath

connection without any channel functionsChanne| functions is used, it is clear that durihg data
supported. Some related parameters were al§@nsmission bothconnection upand “connection dowh

measured for reference, including socket setup tinRvents of another connection have no effect tootigoing
and RTT for both GPRS and WLAN. download, while tonnection dowh event occurring to

2. Upload from PDA to PC. During the datacurrently used connection leads to transmissioturti If
transmission connectivity situation was manuallpoth accesses are available at the moment TCP ctiomes
changed to generate connection eventmfiection created, the first available one will be used fowdload.
up’ and “connection dowh Two cases were This is because the system automatically selecss ithe
investigated. One is that only GPRS access wéatefault one. Obviously there is no any adaptatiorthie
available at the beginning. WheWt.AN up event plain implementation. Measurement results are shawn
occurs an active switching of the channellable 1 for later discussion.
connection from GPRS to WLAN is performed.
The other is that both the two accesses were
available at the beginning. ANLAN dowi event

Table 1. Reference scenario results

. . o Experiment case Result (ms)
should trigger the passive switching of the channel Sock . T WLAN o2
connection from WLAN to GPRS. ocket setup time wit
3. D load f PC to PDA. Th ¢ Socket setup time with GPRS 2081
. ownload from 0 . The same two €ases 1T with WLAN 31

were studied as in Scenario 2. RTT with GPRS 934




Table 2. Channel creation delay

Experiment case Result (ms)
WLAN only (socket setup/signal) 237 (64 / 40)

GPRS only (socket setup / signalp532 (1390 / 989)
Both (socket setup / signal) 248 (69 / 41)

Table 3. Active switching (GPRS to WLAN) delay

Experiment case Result (ms)
PDA sending (signal) 95 (82)
PDA receiving (signal) 98 (96)
PC sending / receiving 0

Table 2 summaries the result values for TCP chann%\fallable at a_moment.

creation in Scenario 2 and 3. Time for connectiealation
is tiny and can be neglected. So the time overtfead
channel creation is on the order of RTT (i.e. tiimesignal
exchange). Some other time overhead occurs duéeto
function invoking and result output. There is noviobs
difference between the case only WLAN is availahid the
case when both WLAN and GPRS are available. O
interesting observation is that the socket setupe tin

channel based method (64 ms for WLAN and 1390 ms fi

GPRS) is less than the plain socket method (124fams
WLAN and 2081 ms for GPRS). This is because in nbhn
creation both the local and remote IP addressesxaieitly
specified, while in plain socket implementation dbdP
address is left to the operating system.

Figure 6 shows the data transmission during coiorect
switching, as the results in Scenario 2 and 3. (&) 68VLAN
connection was selected as the connection usedhéor
channel at the beginning. Connection was then bedtdo
GPRS at a moment during the file transfer when/theAN
connection is down. In 6 (b) GPRS was used fortfdasfer
first, and then connection was switched to WLAN wilitds

(a) Passive switching in upload

Table 4. Passive switching (WLAN to GPRS ) delay

Experiment case Result (ms)
PDA sending 3285
event detection / socket setup 676 / 1535
signal / data synchronization 908/ 157
PDA receiving 2579
event detection / socket setup 132/ 1536
signal / data synchronization 909/1
PC sending 2473
socket setup / signal 2413 /60
PC receiving 3315
socket setup / signal 2494 | 821

Detailed numerical results a
summarized in Table 3 and 4.

From Table 3 it can be found that time delay faivac
switching is tiny and mostly observed at clientesigd.e.
FDA). At the server side (i.e. PC) the connectisitching
Is even unperceivable (0 ms). Most of the time bead

occurs due to the signal exchanging. While at tiemtcside

r%e time for signal exchange (95 ms and 98 ms) tisca

way handshake, which is a bit more then the RTé&regice
gme (81 ms). This is because there is some privgeasthe
Server side before the acknowledge signal packeteig
back. At the server side only SWT_REP signal pabkstto
be sent and so there is no perceptible time delay.

For passive switching (WLAN to GPRS switch forced b
“WLAN dowii event) the time delay as in Table 4 the delay
is more than those in active switching (GPRS to WLA
switch due to WLAN up event, as in Table 3). This is
because in passive switching time is needed fomteve
detection, connection evaluation, and socket re-
establishment, besides the time for the two-waynadig
handshaking and data synchronization. In the duraftr
the preparation 1/0O operation is blocked. While ivact

switching also needs to do these preparations, real

(b) Active switching in upload

Figure 6. Channel connection switching in live dataransmission



connection switching is only started after all gneparations
have been finished. It is easy to find that thectidelay at
client side is on the order of the time for socketup and
RTT (signal exchange) plus the time for event detac
While at server side the time delay is on the oofesocket
setup time plus signal sending.

Finally in Scenario 4 a series experiments werewee.
Results showed that no matter whether the up céinnec
was still the old one or a new one, the data trésson
(either upload or download) can always be resumed.

5. Discussion and conclusions

connection of its own based on a set of contexirinétion.
In [13] the implementation of a mobile TCP sockst i
presented. The adopted method is similar with ddfsile
the report focuses mainly on approach to suppattpiity
and mobility, our target is to manage multi-coninggtin a
context-aware fashion.

The architecture is designed as a platform to asil
involve other channel types. This can be done sinyyl
adding a newopenChannel(jnethod into the CMA. All the
other functions e.g. connection monitoring and extbn
can be shared. Actually we have already implemeHTETP
channel on the basis of the functions provided MoCand
CMA. More channel types will be supported lateclilling

The proposed middleware architecture aims to peovic.g. connected UDP channel.

adaptive connectivity management

to network-aware

applications. Mechanisms for the enhancement oh boAcknowledgment
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channel creation is on the order of RTT time. Padetay
for passive switching is on the order of connectsatup
time plus RTT time, and for active switching on tirder of
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