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Abstract — HTTP is the most crucial protocol enablng client-
server applications. With the Internet converging ad becoming
mobile accessible, to adaptively manage HTTP conrtem is
challenging. This paper describes the design and ptementation
of architecture for Java-based HTTP input channel ér multi-
access wireless networks. A HTTP input channel caadapt its
behavior to the changing network status. Adaptationincludes
both sensible selecting and dynamic switching thenderlying
connection used, as well as to cope with disconniect situation.
Experiments were performed in a GPRS-WLAN integratel
environment to demonstrate the operational correctass of the
architecture. Performance metrics were measured andnalyzed.

1. INTRODUCTION

Client-server application is the dominant appligatin the
Internet and this condition remains true when therhet is
becoming mobile accessible. HTTP is the most clucia
protocol enabling client-server applications. Wetowsing
and Multimedia Messaging (MMS) are the represergati
applications on the basic of HTTP protocol with @b
devices. There is no doubt that HTTP will continsigube
one of the most important protocols in future mehiternet.

Next generation mobile communication system is gmgr
with heterogeneous wireless accesses as the lefahhge.
Network connectivity with varying quality of serec(QoS)
must be offered anytime and anywhere. However, oring
capabilities, in terms of e.g. data rate, coveragdscriber
volume, supporting mobile velocity, anti-interfecen suitable
transmitting environment, are highly different frodiverse
access techniques. Moreover,
parameters are dynamically changing from time teefiin
terms of reliability and availability, bandwidtheldy, jitter,
response time, and packet loss.

The feasibility of heterogeneous access systems
preliminarily depended on the networking capaleiitiof
mobile devices. To be multi-mode or multi bandhe basic
requirement for device to be connected into mutipl
networks. Currently the amount of terminals haweogipped
with than one network interfaces is increasing, kyotop with
LAN, WLAN, Bluetooth, an IrDA, mobile phones withSB/,
GPRS, Bluetooth, and IrDA, etc. It has been watbgmized
that no single access technique can fulfill all tbguirements.
New method is needed to manage multiple accessrsygsto

wireless network QoS

that diverse communication resources can form el
connections in a simultaneous, collaborative, aohgiem-
entary fashion

In this paper the design and implementation ofitgcture for
Java-based HTTP input channel is described. HTTgitin
channel is an application layer solution for thenagement of
multi-access wireless system for mobile device. ATR
input channel is a unidirectional HTTP URL connewti
whose network interface under use can be autorfigtica
selected during the creation and seamlessly svdtch&ing
the operation. As uploading is rarely needed, HTOoLRput
channel was not included in our implementation.

The dynamic management of network connectivityclieved
through Channel Management Agent (CMA) by providing
simple APIs to applications. Application simply get HTTP
input channel from CMA and uses it to download refde
from e.g. a web server. If mobile device is equippath
multiple wireless connections, then the best coiimecan be
selected to create the channel. During the inpatains on
the channel, the mobile device may move into or afuthe
overlapping area of multiple accesses. In this ctHme
connection used by the channel can be seamlessighed/
without being perceived by the application. Whenraxtion
is temporarily unavailable input request to thercied can be
suspended waiting for resumed later.

We have implemented a prototype with all the speatif
functions. Java is chosen as the programming layjegdae to
its feature of platform independency. PDA with grated
WLAN and GPRS connections is used as mobile device.
Experiments were performed to demonstrate the tipaeh
correctness of our solution. The rest of the paperganized
as follows: Section Il presents the overall arddtitee. Section

idll describes key points in the design. Section gkésents

experimental setup and results. Finally, Sectionovicludes
the paper with a discussion.

2. ARCHITECTURE

In multi-access situation where one mobile devicequipped
with multiple wireless network adapters, there three major
issues that must be sufficiently resolved withdw explicit
control of applications, including:



* Network interface selection. At the moment when
application requests a HTTP connection, the best
interface should be used as underlying connection.

« Disconnection treatment. During the period that no
valid network connection is available, input reques
from application should be suspended, and then
resumed later when one interface becomes available.

»  Connection switching. As application is reading from
HTTP server, network status may change all the.time
The reading operation should persist while ensuring
the connection under usage is the best one.

To fulfill these requirements, new software compusaehave
to be incorporated into the mobile device. Figunduktrates
the architecture protocol stack. To enable HTTPuinp
channel based new network application,
components are added into the original protocokksta
Connection Monitor (CMor) and Channel Managemengmtg
(CMA). CMor is responsible for the collection ofatrsient
network information of a local host. It also proegdinterfaces
for CMA and applications to subscribe connectioargs and
get notification later.

CMA is the core for
management. The management is realized by thaameatid
maintenance of HTTP input channel. A channel isgichl

link between HTTP client and server applicationsach
channel uses a specific type of network interfacéransfer
data from server to client. CMA provides a mechanis re-
evaluate the best connection for each channelc@heection
for one channel can then be dynamically switchebilew
leaving the channel unchanged and so making apipisa
imperceptible. When no network interface can fulfthe

requirements, CMA can suspend the operation otltzanel
and wake it up later. Application can also get fiagtion

when a channel event occurs.

We adopt a pure client side solution, which meamspecial
change is needed at HTTP server side. This greasgs the

deployment and reduces the changes needed to ngxisti

applications. To utilize the function provided, ynéxtra
software components need to be installed at mateldce
side. There is no influence to existing legacy eagions. The
APIs provided by CMA is simple and operations to THPT
input channel is similar with HTTP URL connection
interfaces. It is also easy to modify existing aggilons to
utilize adaptive management functions.

3. DESIGN AND | MPLEMENTATION

3.1 Connection Monitoring

CMor module is used to collect and provide netwoohtext.
Two different methods can be used for the obtairamgl
provision of corresponding network status and ciowli
information, i.e.explicit query andevent subscription. In any
case, the connection monitor plays a reactive iaecalmly
waiting for query or passively reporting event atence.

two enabling

adaptive network connectivity

HTTP input channel based

Existing legacy new network applications

applications
Channel Management
Agent (CMA)
HTTP URL connection API Connection
Monitor
TCP/UDP (©5127)
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Figure 1. Architecture protocol stack.

CMA and applications can explicitly inquiry locaktmvork
information with APIs provided by CMor. In CMor's
implementation network connectivity informationdbtained
by invoking underlying IP Helper APIs. Host network
information concerns available network interfaceabded by
system and configured with a valid IP address piticlg:

Number of network interfaces, due to the fact that
modern mobile device may be equipped with multiple
network interfaces, e.g. Bluetooth, IrDA, modem,
Ethernet, WLAN, GSM, GPRS, etc.

e Connection list, consisting of connection indexed a
corresponding connection name. The connection
index forms the unique identification of each
connection.

- Static information of each network interface,
including name, type (e.g. PPP, Ethernet, Tokeig,Rin
etc.), IP address, gateway IP, speed.

e Operation status of each network interface, e.g.

available, operable, connecting, connected, idle,
sleeping, transmitting, receiving, unconnected,
unreachable, disabled, etc.

e Packet statistics information, i.e. received, sent,

discarded, and dropped IP packet number on each
network interface.

Event-driven method is to subscribe some speciahork
events and then be informed when they happen. Glilowrs
the subscription of the following connection evetitat can
occur on local host.

e “connection up” event occurs when a new connection
is available (i.e. a new network interface is eafali
and assigned with a IP address), due to e.g. pigggi
in a PCMCIA card or moving to a particular area.

e “connection down” event happens when a existing
connection is not available any more, due to e.g.
pulling out a adapter card or moving out of a area.

e “address changed” event happens when the IP
address assigned to a network interface has been
changed, due to e.g. handoff between access points.
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Figure 2. Channel execution states and transition

CMA subscribes all the three connection events f@khor
on behalf of channels and notifies all channelsnwieents
occur. Channel can decide its behavior accordingly.

3.2 Channel Creation

The core adaptation mechanisms for connectivityagament
are mainly realized by CMA by adaptively maintagin
channel’s life cycle. A channel is at differenttetaduring the
operation. Figure 2 illustrates the execution staté a
channel. Application can obtain a HTTP input chanme
simply invoking CMA’s openHTTPChannel interface. An
evaluation process is then launched to select milyrthe best
local connection to be used for this channel.

CMA provides an interface for connection evaluatiom re-
evaluation. Evaluation is the process of finding best local
connection at the moment according to context médion
and input parameters. Connection evaluation is duih at
channel creation and at run time when connectioantsv
occur, as shown in Figure 2. An open frameworkreated
for connection evaluation. This framework allowsvide set
of context information being taken into considerafi
including e.g. user preferences, application regoénts,
network condition, device status, etc. In our impdatation
connection with the best speed will be selected.

If the creation succeeds, CMA adds the new chaimtelits
local maintained channel list. State for the chamthen set
as ‘running”. A channel can later be removed from the
channel list in case the application closes it @hes time.
Each channel contains a private data object fostbeage of
channel information including type, connection xdeP
address, traffic class, as well as server URL, etc.

CMA uses HTTP URL connection API for creating a HI'T
channel. If device has multiple active connectiotise
problem of how to open the HTTP connection exatttgugh
a preferred connection arises. There will be neebeto us if
we just leave the problem of determining local amtion to
be used to system. For example when a WLAN conmedsi
up besides the old GPRS connection, we may hompen
our HTTP channel through the WLAN connection fottée
bandwidth. However the system may automaticallynofe
channel by using GPRS.

The system is forced to use the preferred connedbip
changing the default gateway of the system to theing
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HTTP Server

open -
g J evaluation

]change gateway
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Figure 3. HTTP input channel creation

table. Routing table is searched for the gatewaniesn Each
gateway entry has an IP destination of “0.0.0.01l the
gateway entries will then be temporarily changeth wietric

to 2 except the one for the selected connectiorsevmetric
value is set to 1. After this treatment the HTTmreection
will be established with the selected connectionveshed.
Figure 3 depicts the message sequence of HTTP ehann
creation.

Application can subscribe channel events and gefiaation
later when channel events occur. Application cam tadjust
its behavior accordingly. There are two types cleaenents.
One is ‘tlisconnection” event that occurs when reevaluation
indicates that there is no valid connection avéaBnother

is “local switched” events that occurs when the system
changes local connection used by the channel.

3.3 Channel Connection Switching

If, by evaluation, no valid connection is availalilee channel
will enter “disconnection” state. In this state reading operation
is blocked and channel will not be waked up foeveluation
until a new event occurs. On the other hand if rmst
connection is found, the channel will initiate anoection
switching session.

HTTP input channel is working in a standalone fashiin
which only client side connection and input openadi are
controllable. First the same operation describe8dation 3.B
is used to change currently default gateway ofstysem by
manipulating routing table entries. Then a new HTORL
connection is established through the new best orktw
interface. In order to continue the file downloadni the
break point A RANGE” property is set before the real
connection (i.eHTTP GET request). During the switching
Input operations are blocked.

Usually in Java stream methods buffered input siréa
supported by th&dTTP GET request method. That is, input
operation gets more bytes from remote file tharuireq by
application, and stores additional data into ldgoaffer for
further reading. Therefore system needs not masikimput
operation for each read request by the applicatitvthen
channel switches its connection to a new one, sdéional
bytes in the old input buffer may be still avaigbHTTP
channel maintains a local read buffer. Additionaditable
data is then drawn out and stored into this locdflel before
the actual HTTP connection to the remote objentdsle with
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@l through Bluetooth. TeliaSonera commercial GPRS eotion
even was used. The public web server was used to te$PHifput
process event channel, from where a MP3 music file is to be dmauied.
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Experiment is performed that user downloads a MRSien
file (372 Kbytes) from the public web server witDR. The

<
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block 1/0 ﬁcmnge gateway URL of the music file is at:
read old buffer http://www.mwscomp.com/sounds/mp3/finland.mp3.
REQ: GET, Range Buffer size is set to be 2KBytes. Four scenariosevesed in
) REP: OK the experiment, including
unblock 1/0 1. Both of the two access networks are available am

connection event occurs, to simulate the situatidén
download at hotspot.
2. Only GPRS access is available to the end, talaimthe
scenario of outdoor download when no WLAN.
Both of the two access networks are availablghat
beginning and WLAN is lost a moment later, to siatel
the case of moving out of hotspot.
4. Only GPRS access is available at the beginnimg a
WLAN access is available a moment later, to sineulae
scenario of moving into hotspot area.

A timer is started after the channel is opened.nTizeeach
data input the time and data size are recordede Nothe
experiment no physical movement was performed. dRath
network connection was changed mannully by plug/pul
PCMCIA card in/out iPAQ to simulate the movemeribiout
WLAN covered area.

* * *

Figure 5. HTTP input channel switching

the new selected connection. After the switchingdre
operation will first try the local buffer to get ication input 3.
data, as shown in Figure 4. Message sequence farPHT
channel switching is illustrated in Figure 5.

4. EXPERIMENTS

We have implemented the whole architecture. The
implementation contains a set of Java classes andtiae
library. Current Java implementation is based on 3DK
1.1.8. This is to ensure the best compatibilityause most
Java Virtual Machines (JVMs) for mobile devices atiél at
early version. The native library is used to acaestive IP
Helper APIs and interacts with CMor Java class hyad
Native Interface (JNI). We have implemented andettshe
Dynamic-Link Library (DLL) files for both Pocket 2@ and
Window 2000. Experiments were performed with the Table 1 summaries the results for HTTP input chhnne
implementation to demonstrate the operational ctmess of creation, with plain HTTP URL connection as refe®nA bit
the architecture as well as to measure and analyzeof time overhead occurs due to the operations omextion
performance metrics. According to our design dutfigTP evaluation and changing default gateway.

input channel connection switching packet lossv@ded. So
packet delay is the major performance overhead.

4.2 Experimental results

Figure 7 indicates the results of all four sceraiio HTTP
channel experiment. The concrete values are sumeshin
Table 2. In Figure 7 (a) as scenario 1 WLAN conioectvas

4.1 Experimental setup
selected with a setup time (time until the firstlet) of 1.28s

The test environment consists of a user device (P&l a
public web server interconnected through two aasesnd
the Internet, as illustrated in Figure 6. User deviis

and total time 44.69s. In scenario 2 GPRS was wustdthe
setup time as 4.63s and total time 87.81s. In Eigur(b)
result of scenario 3 shows the switching from WLAN

COMPAQ iPAQ 3970 running Windows Pocket PC 2002. GPRS. Packet delay time (time between last patieugh
IBM J9 is used as Java JVM. A Lucent Orinoco Gold old connection and first packet through new coripagtis
PCMCIA card was equipped for Wi-Fi wireless accede 4.16s. Finally in scenario 4 connection switchirgnf GPRS
used panOulu [1] as the WLAN network. A NOKIA 7650 to WLAN occurred. Packet delay is 1.33s, with brétkdata
mobile phone serves as a GPRS modem connectedP®ih of 1448 bytes were drawn out from old input stream.



Table 1 HTTP input channel creation

WLAN GPRS
Plain 0.94s 449 s
Channel 1.28 s 4.63 s

Table 2 HTTP input channel connection switch

Packet delay Drawn bytes
WLAN to GPRS 4.16s 0
GPRS to WLAN 1.33s 1448

It is easy to understand that to HTTP channel cctime
active switch (switch due taconnection up” event) is quicker
than passive switch (switch forced bgohnection down”
event). To detect a connection event at networg&llegeds a
relatively long time. During the period original retection
can still be used if available. Another reasonhis is that in
our experiment WLAN access network has a shortarpse
time than GPRS. Result shows to HTTP channel caiamec
switching time are on the order of access setup.tim

5. DISCUSSION AND CONCLUSION

Our solution on adaptive HTTP input channel is elps
related to the research of mobility managementnti?lef
research has been carried out on mobility managemen
Mobile IP [2, 3] manages terminal roaming at netwiayer
based on the extension to IPv4 or IPv6, which plesi
transparent mobility support to application. Veaatibandoff
[4] can be used for heterogeneous connectionsWk&N
and GPRS. In [5] an end-to-end host mobility solutis
proposed at transport layer based on TCP extenSioere
are some proxy/gateway-based solutions at trantpat [6]
as well. Research has also been done for applicégel
mobility solution based on SIP [7]. Our solutiorcéises on
HTTP protocol and manages mobility at applicatiewel
with newly introduced concept: channel. There ischange
needed for HTTP protocols, which eases the deplayme
Moreover, connection switching occurs on the grarityl of
channel instead of device, which means multiple sfmo
possibly heterogeneous) connections can be sinealtesty
used by one user device for different channels

The architecture proposed aims to provide adaptive
connectivity management to HTTP based network [2]
applications. By employing HTTP input channel both
disconnection and connection switching are enabled.!
Experiments show there is no packet loss duringiection [4]
switching and packet delay is on the order of axaEtup
time for HTTP channel. Currently CMA supports theation
of HTTP input channel and TCP related channels.|&\bur
design provides an open platform for extension, ave
extending the CMA so that more channel types wél b
supported later, including e.g. connected UDP cbknn
multicast channel, HTTP output channel, as wellviasial
port based TCP related channels. Moreover, richteaon |7
information will be taken into consideration to asle more
intelligent evaluation on the best connection tabed.
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