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ABSTRACT At the same time, mobile network and device
specifications are becoming increasingly open. Sbhawe
In this paper we provide a case study for impleingnt stated that in the future there is no “mobile in&tt but
peer-to-peer (P2P) and application supernetworkimg only one Internet where various end-user devices ca
mobile devices. Paper portrays an empirical studthe access the same services. This paradigm shifttsesul
implementation process with analysis and discussidhat end-users can really experience the mobileorés
Evaluation of the implementation process is done @md the open Internet becoming one. All borders in
respect to system functionality and quality. Espici between the two are shaded in order to provide gonge
implementation and communication quality of therent new in 3" and 4" generation mobile networks. This
prototype implementations are evaluated. Case stuglhplutionary process directs the services providgd
illustrates various design choices in wireless ambile mobile telephone operators to face a challengeepted
application development. Application supernetwogkinby a new era: All-IP and Application Supernetwotkin
and peer-to-peer communication concepts are diedusépplication supernetworking in a P2P network is a
from the implementation oriented point of view. tliis disruptive technology that requires considerationsoth
paper we focus on Java J2ME application programmiteghnology and business. It provides new applinatio

experiences with IXTA and JXME technologies. scenarios to be used with mobile devices.
Near- Broadband
I.  INTRODUCTION broadband connectivity
: . L connectivity WLAN, BT,
Development of wireless mobile applications hasaatéed UMTS, EDGE, GPRS -~ ™. DVB-H,DSL
a lot of attention during the recent years. Thexe been a Screen B Storage
major quest for “killer applications” that would bst the LCD, Colour, i A GB
whole mobile industry and bring new revenues to the Poweetrc' \ CFIMMC/HDD
operators. An emerging hot topic is ability to ®ha nivH, Lion, voob
personal content over mobile Internet. P2P (Pegets) oo 7 . Processor
Software such as Napster, Gnutella, Kazaa and DC++ Context™. - ! " Mobile P4,
have implemented such functionality in PC environtse ~ S%:Sensors - = XSeale
for some time, but mobile variants providing thiadc of Open "y Memory
functionality are still more or less missing. Alfustant APIs/source - 0250 M8, ete.
Messaging and other popular P2P features in PGz hatv T o <. 7 Platforms
received a breakthrough in mobile devices. W,?Soy;mkggg
H : inXP, Linux
There are currently a number of implementationteela ol JL?S\t/ggg oshrotocols
restrictions in the current mobile devices and fptats, W e sharing €&

such as small screens, limited bandwidth, and ivelat
little storage space that have prevented from mgld
large, complex page layouts [1]. However, as ithtstd in
Fig. 1, recent introductions of new mobile handsetlels
are paving the way towards better resources tj
application development. Also, there are a numbfer
software development kits (SDK) available for mebil
application developers.

Figure 1. Enabling technologies for Application Sup
networking

n this paper the concept of Application Supernekivay
i first discussed. Requirements for mobile P2P are
&scussed in section 2, and defined user and apiolic
scenarios for Application Supernetworking are dégsdt.
Section 3 discusses the selections related tooptatbind

| ticular J ing | ith i test environment. Section 4 addresses empiricaliex
n particular, Java programming language with dgien o304 1o implementing mobile P2P. Evaluation loé t

_to mobile dew_ces, called J2ME, has attrac_ted aofot implementation process is done in respect to system
interest as an interoperable technology that iotamects functionality and quality. Especially, implemeneatiand

various mobile phone models, PDAs and deskio@qonication quality of the current prototype

Somputgrsﬂ supporting Java _technology, thL_’S _beiﬂﬂplementations are analyzed. Discussion and aisalys
pervasive” technology [2]. There has also beearigst in ovides help and starting point for anyone stgrtin

implementing parts of Java in hardware which woulg\ejoping mobile P2P applications. Conclusions are
provide greater run-time efficiency [8]. given at the end



Il. REQUIREMENTSFORIMPLEMENTING APPLICATION leads to consideringlug-and-play interactions between
SUPERNETWORKING sessions and applications.

mggllgn depnzcz an?jergnﬂ?t ;mg;}Op%riaﬁgltyaeviii?;%olistic connectivity management enables selecting the
sech;ity concerns mu:stq beytaken igto gccount iotally best connectivity available at a time (e.g. highes
new fashion. Inherent properties and requiremehtsew throughput, lowest end-to-end delay, lowest pricd)e

communication paradigm of Application Supernetwogki visibility of the connectivity management to thedeuser
X p. 9 PP P would be kept to a minimum by implementing the
can be defined as:

connectivity management as independent configurable

e Al-IP middleware component.

*  New routing and service discovery (€.9., P2P) g examples of Application Supernetworking, we have

* New ecosystem _ defined four user scenarios that are illustratedthia
* Device is a “communicator-computer” (GB masg|jowing.

memory, broadband connectivity, etc).
* Group management and semantic associatios Mobile file sharing

between persons and things _ File sharing between stationary and/or mobile devic
« Different domains of operation: “private space’with user group management and security controbres

“enterprise”, “outdoors”, “group” boundaries from the accessibility of data. Service
Multi-domain, multi-device, multi-session providers could also make profit by selling tempgrar

o o _ _ permanent access to their chargeable shared a=tturés
Application S.upernetworlflng' is a natural_contlnuatof such as remote download triggering (e.g. triggedirfije
today’s mobile communication. Interaction today werdownload from someone else’s peer to the user'sehom

rarely includes more than one media at once: ¢&li® computer with a mobile phone) could prove handses-
only voice, SMS messages only text. MMS messages Rfe situations.

somewhere in the middle of 2G and 3G technologiss.
we are moving towards using faster communicatidh Multi-device interaction

technologies and more capable end-user devices, [\@rnet users may have several devices they usecess
concept of application supernetworking can be fullgiernet and store content. Connection managemenit a
implemented in the real world. data synchronization among these devices is impbrta

o ) i already. We expand this scenario to consider PRe of
Application supernetworking contains at least thre&,munication.

important elements [10]:
C. Real-time conference

;' I\P/:ultlsessd oPsa_n?/ or ”t(':h cags,t . n@s mobile networks converge to an All-IP architeetu
' apupgli_sgtic_)%:y Interactions between SessIoNS ang,hsmitting voice over IP is clearly needed. Timisvides

new possibilities for application supernetworkisgch as
conferences with simultaneous audio, video, texti an
rﬁe\é)plication data.

3. Holistic connectivity management

Session is an abstract entity which is created when o

process starts communicating with another. A sessi Real-time conference can include simultaneous usége

utilize various connectivity alternatives, suchvdsAN or hat or Instant Messaging [6] that let users wrisssages
GPRS. Sessmng can e;/ﬁn be estzbllg,hed St)etween (CEWQctIy in real-time to each other. Examples of IM
processes. running on the same device. SessIons ; 4l qa \windows Messenger, Netmeeting and ICQ. &her

o i i
destroyed when communication is no longer need%qe already mobile clients available that support
munications with these services, though theynate

Multisession enables having multiple sessions open at apgy
given time. The user might have e.g. two video emxice interoperable yet
call sessions, one voice only call, and a remotktde '

session active simultaneously. D. Process sharing

é{Vhen a user has started for example a real-timeovid
conference session with a mobile device on the,rtied
session can be transferred without interruptiom tmore
capable device in the user’'s proximity, for exampte
I?)qme. In the desktop computer, Microsoft Netmeeliag
inPr vided desktop sharing functionality in the P@lme
between different users. GoToMyPC, on the othedhan
application for users who want to remotely asd¢bsir

C’s desktop from anywhere. Users could be intedeist
these kinds of services in the mobile context ak. @ame
I§cenario is a mobile user viewing another usertudent
and commenting it by using pointing functionalitpda
comment fields.

Rich calls enable multiple kinds of interaction over on
phone call: you might for example want to have deui
conference with audio, a file transfer and a shalesktop
all running at the same time over one call sessiotrue
supernetworking device can execute a number
processes using the same group of sessions
multiplexed fashion, meaning application level g&ss
sharing and both multisession and rich call type
interaction, all simultaneously.

Application Supernetworking asks for easy-to-use a
comprehendible uniform interfaces and standard vedys
connecting applications in various kinds of way#isT



Il. EXPERIMENTAL SETUP JXTA relay and proxy to connect to the JXTA netwofk

Our main target platform is Symbian OS based mobljr%any kinds of devices. An examppeoxied application,

phone. More specifically, we have selected NokiaeSe : Sx:zl\a/lédplggaét, rijsndoenv:/llcl)ggdlbg the JXME communitgt an
60 developer platform 2.0 as the first implemenptati y o

platform. For example, Nokia 6600 phone meets thefﬁe proxyless version for MIDP 2.0 is not yet fully

requirements. In addition to providing a possipilio . : :

. T implemented. Proxyless requires more from the nsobil

e i fuodrems e S5 ke, Hevice since it does ot rely on 3 XTA prog. A
per p ' bp prototype is ready for J2ME CDC (such as PDA des)ice

%r(nong other JXTA implementations there is alsoeslfr

) . . . TA-C implementation ready which is ported to e.g.

iPAQ devices installed with WLAN cards. Windows and Linux [6].

A. Messaging and routing

l ) /‘% JXTA framework is divided in three layers: Core
intenet 4 ﬁm’::;::;r;n (includes mandatory low-level functionality), Seres
e B g (not exactly required but highly desirable featusash as

E "’7 file sharin icati igh-
v g) and Applications (high-level user

= Internot — L% applications). JXTA provides a set of protocols R22P

networks. These XML-based protocols include funio
for e.g. peer discovery, endpoint routing, conrecti
a ' binding, basic query/response message exchange, and
oyt O B network propagation through rendezvous peers.
Lm fl - e B. Peer group management

i ' JXTA allows for management of peers individuallyas

a group. It allows for communication among peeesso-

called pipes and also defines the message structure

exchanged among peers in advertisements.

workstation

\WLAN
o Wiy

Figure 2. Topological Test Network Setup

Mobile devices are connected to an experimentabort
called Octopus which is part of the topologicalwek ~ Security in P2P

setup illustrated in Fig. 2. Octopus provides fgaraple . o
EDGE (In Oulu area) and GPRS data services, SMS dAPXTA, security features such as authenticatibpeers

; d secure application data exchange can be impteohe
MMS centers, WAP gateway, content delivery and . A
streaming solutions, and presence server. WLAN s&cc ith TLS (formerly SSL) but P2P specific securigues

for iPAQs and laptops running both native clierftware Ike reputation-based trusted resource selectigniust

and emulators is provided by panOULU, a city-widgISO be considered.

wireless network in Oulu, Finland. . . .
Our experimental setup consists of using the JXTA

: - framework (with its various implementations) on kiep
In the following we take a brief look at how the T : X
technology (including JXME) can match with variouélnd laptop PCs, Nokia 6600 phones and Compagq iPAQs.

requirements for mobile P2P applications. JXTA
technology is a set of open protocols that descnibgs
how different kinds of end-user devices can effitie
interact in a P2P fashion. JXTA communication i$his section describes empirical experiences atoet

possible even with NATs and firewalls in betweefjireless P2P and supernetworking implementation
different nodes, or when the peers are using @iffer process.

network technologies. This would enable mobile P2P
networking as such, but unfortunately JXTA (likenga A. Implementation process

other P2P protocols) has not been designed with IQ\er the definition of application user scenarasd the
hardware resources first in mind. Implementingyfulb  sgjection of implementation platform and programgnin
the JXTA set of protocols would prove to be too Mot 4|5 actual implementation process is startethcludes
a burden for a mobile device, so some kind of &ogate giages of software analysis and design, writingecod
or proxy technology is needed. debugging and testing as a somewhat iterative psoce
Our implementation process is at design stage. e h
JXTA protocols are text-based, so apart from tfereace ept a close eye on implementation developmentef t
implementation written with Java there are alsoeh jyxTa community. We have done tests on the different
ava|l'able. Ong of these is IXTA for J2ME (JXME),ieth  j5y4 prototypes with PCs running either Windows
prowdeg a Ilgh'ger set of JXTA protocpls for JZMmeJXTA and JxtaMidpChat for MIDP 2.0 on an
compatible devices. The so-callegroxied JXME  emylator) or Linux (myJXTA), Nokia mobile phones
implementation relies on some other peer in thevot 7550 and 6600 (IxtaMidpChat for MIDP 1.0 using kinu

to handle the most consuming responsibilities 0KdA pc a5 a relay with proxy). Our current experieranf
peer. The mobile implementation uses the servides o

IV. EMPIRICAL ASPECTS



the testing on different platforms is discussedtlie We had some trouble setting up the myJXTA applicati

following section. The documentation for it is hidden very well, soT&X
_ _ _ project mailing lists have proven very handy. Bdile
B. Comparing proxied and proxyless versions configuration on the relay computer and on clie@s Pad

JXME proxied version uses a proxy and a relay thi@o many undocumented settings before getting hands
forward the messages coming from the JXTA network &dvice from the community. Failure to set up thiaye
the mobile device and vice versa. In addition tat tthey correctly led in not too descriptive error messaigethe
filter out any unessential messages to save theilenodXME clients trying to connect to the relay. Alshat
peer’s network and processing resources. ProxyktE messages in the myJXTA application seemed to désapp
is about implementing a proxyless JXME client (igometimes if the configuration was not done prgperl
addition to others) for 22ME MIDP 2.0.

It is also worth noting that the current JXME ARBI ot
Combining small size and a rich set of featuresnsean Vvery flexible. There are functions ready that pdevifor
impossible scenario for any one P2P platform, sowith the needs of the example JxtaMidpChat and
many protocols and a possibility for relaying moréxtaTicTacToe applications but not much more. You
constrained peer's messages with a more powerfal diould also blame the J2ME MIDP sandbox model. The
would look viable. After all, one cannot imagineviig J2ME CLDC/MIDP sandbox model prevents a MIDP
two separate P2P platforms — one for PCs and one dpplication from accessing the persistent storagehe®
mobiles. This would essentially break the sceneaofplatform. A Record Management System (RMS) is
borderless, ubiquitous Internet where informatioould provided to enable MIDP applications to store their
be accessible anywhere, anytime and with any deVice internal data, but access to files saved by other
original idea behind JXTA is to unify P2P computinga applications on the device is made impossible kpgus
way HTTP did for the web [3]. only MIDP. This holds true for the other way aroussl

well: a native application cannot (without greafos
Therefore proxied JXME might seem promising. It slogiccess the information saved by a MIDP application.
only what is necessary in the mobile end, leavivggdirty
work to more powerful devices (meaning relays arfgdome mobile phones manufacturers have provided thei
proxies). However, in the absence of such a sendgce own, supplementary APIs that provide this functlidpa
more likely in the absence of knowledge of wherghia but they are very rare, and they do not include i&lok
network topology such a service might exisiThis, of course, restricts the possibilities of lempenting
communication is not possible. This encourages tR@P applications with MIDP so much that one has to
development of proxyless technologies for even moji@ally weigh what things are of value. For exampléile
powerful mobile phones. A mobile phone of later lodsharing application would be of very little use
might act as a super peer (connection point) eg.af implemented using only the MIDP API. It is inteiagtto
small Bluetooth JXTA community — no external relmy note, however, that this is due to security reasohie
proxy would be needed. SIS packaged applications implemented with Symbian

compatible C++ have access to virtually all the
The power consumption is, of course, always somgthifunctionalities of the platform without restrictienThis
to think of when designing mobile applications. Waubstantial difference is perhaps not very welndy a
assume that the battery life is related to the amnad typical end-user.
traffic. The proxied version has a configurable Ipol
interval, at which intervals the JXME client corttathe JXTA-C might prove the best choice in the end. A/AX
relay to ask for new messages for itself. The defawne C to Symbian C++ port would certainly provide theet
second. A more frequent polling interval would itiuely ~flexibility of the JXTA framework for a mobile
mean longer battery lifetime, but on the other hamel application. In fact, there is a community subpcojgoing
delay of course would increase as well. The prog/lethe port, but unfortunately progress has been séw.
version does not require such polling, thus lesstrob SIP will most probably also be included in our Syanb
traffic would be needed, resulting extended battefyt+ implementation later on, when adding audio/wide
lifetime. features.

C. Implementation quality evaluation D. Communication quality evaluation

One must note that at the moment the JXTA programas JXTA offers three types of pipes that transfer rages:
not of commercial quality. For example, we have bathicast (point-to-point), secure unicast and onexmy
experiences on leaving a JXTA relay running overhig(propagate). Benchmarks at [9] reveal that with X0
over an X Window System connection on top of an SS¥d J2SE 1.4.1 the message round trip times (tioma f
connection to a remote Linux machine. On severggnding a message to another peer to receivingGid A
occasions the software has somehow collapsed @&t tmessage) through different pipes are about 1000085
to start itself over, resulting in creation of dogeof With typical message sizes (1 KB-100 KB). Relays in
orphaned Java processes on the remote computer. [Téigveen the communicating peers add approximately
user friendliness of the JxtaMidpChat applicatimuld 50ms-100 ms extra each. Normal JXTA messages are
also be better. XML formatted so XML parsing causes its part of the
overhead. Although not measured, logically the dttip
times could have been even an order of magnitudgesh



in the case of non-P2P, direct TCP or

UDRore implementation

related studies on application

communication. Therefore applications suffering nhest supernetworking, peer-to-peer architectures, neédngr
from communication delays (e.g., remote desktogroyn related aspects with vertical roaming scenariosg an

present a challenge to P2P platforms such as JXTA.

implementation of mentioned user scenarios withowar

protocols and further scenarios.

Proxied JXME handles client-side firewalls (thatt le
outbound messages through but block some inbound
messages) with no problems because of its pollatgra,
but in our configuration a firewall was also presen the
relay server side. The relay in panOULU network rolid
receive messages coming from
connected to the Octopus GPRS network. This ndyur
blocked connections between the peers.

There is a project called VoP2P within the JXTA
community standing for Voice over P2P, thus indiaat
that there is some overlap between JXTA and SIRe O[r]r]
might expect that SIP and JXTA perform best in rthei
original tasks, SIP handling multimedia sessionsl an
JXTA resource sharing. A more complete comparisbn %
SIP and JXTA is given at [10]. [2]

However, there is a work being done to expand aodsc
boundaries. If a powerful future mobile device wbul
know both SIP and JXTA and also how to transfexsfil [3]
with SIP and how to establish video conferences wit
JXTA, it would certainly provide a more flexiblelaton

and would be compatible with perhaps significamtigre
peers (knowing possibly only one of the two protsko [4]
There might also be other protocols the device lshba
capable of communicating with. This may requirethao
protocol to handle application protocol selectinraiplug-
and-play manner. Tackling this dilemma with a broalé]
spectrum of possible protocols and making more
implementation experimentations remains as futukw

[6]

V. CONCLUSIONS

In this paper we have provided a case study for
implementing peer-to-peer (P2P) and applicatidi]
supernetworking applications into mobile devices.
Evaluation of the implementation process was dane i
respect to system functionality and quality. Espkgi
implementation and communication quality of therent
prototype implementations were evaluated8]
Implementation process included definition of apgtion
user scenarios, followed by selection of implemiéota
platform and programming tools, and actual software
development.

Case study illustrated various design choices ireless
and mobile application development with JXTA
technology. Application supernetworking and peep¢er [9]
communication concepts were discussed from the
implementation oriented point of view. Java J2ME
application programming experiences were discussed
analyzed. Study showed that a new, currently urfebai
JXTA C++ implementation for Symbian OS would be O]
highly relevant choice for implementation platforim
mobile application supernetworking. J2ME MIDP and
JXME, on the other hand, proved to be too restlidte

true supernetworking applications. Further workudes

the JXME deviaz:,‘l}éou'd
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