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Abstract

We suggest a general framework for requesting pergaservices by touching RFID tags. The tags contie
physical and digital environments. Visual symbadénenunicate to users the objects that can be touahddhe
services that can be activated. When a user tousti@sa symbol with a mobile phone, the data stordtle tag
and other contextual information related to theagibn trigger the requested service. We have dedig set of
visual symbols and implemented the required funetity as component-based middleware. We have exuitiie
usability and user experience of this novel sysféhe results indicate that touching visual symbualh a mobile
device is an easy way to activate services. Base@uw findings, we list security, controllabilitynd social
acceptance as the main challenges in deployingrifésaction method into everyday use.

1 Introduction

As the vision of pervasive computing is graduajctming a reality, more and more services becora#adle in
our everyday environment. These services are ngelonsed at the desktop computer, but everywhesrembur
everyday activities lead us — and they are accessiing mobile terminals and technology built intoe t
environment. Although this is a positive phenomenibrintroduces considerable challenges to disdogeand
selecting services. The traditional user interfacéoo cumbersome, and fully autonomous mechanismsnot
reasonable, as the users need to have controtlmveigital environment’s behavior.

In this paper, we present a general frameworkdquesting services by touching Radio Frequencytifastion
(RFID) tags. We focus on using a mobile phone asediator between the user and the services availatthe
local environment. Natural, calm user interfaces loa obtained if the tags to be touched are intlitiassociated
with the services. Furthermore, the requirementshi® system to recognize the user’s situation ¢patext) and to
reason out the proper services can be relaxed. igHigcause the information related to the tag taedmobile
phone (e.g. location) set major constraints tosihgation. The constraints are especially strongmwtie reading
distance is short — the user has to (nearly) tolieliag with the phone and reading a tag can hemdeterpreted as
an intentional action. An important advantage iat tthe user is in control of the system. Finallgmpared to
completely manual operation, the user does not meddow nor enter the service parameters thatbsaset
automatically when a tag is touched

RFID tags act as a connection between the phyaiwdldigital worlds. The physical side of the tagsents
information to the user as a visual symbol anddiyital side stores corresponding data that isvdedid to the
system when the tag is touched with a phone. Ehi tangible interface; objects and visual symhatisched to
them form physical representations of digital segsi Furthermore, the phone is used as a phydipattarather
than as a traditional input/output device. In Brydlimer's and Hiroshi Ishii’'s categorization this a relational
interface: logical relationships between physidgjeots are mapped to computational representatidn3angible
interfaces have been suggested by many researthienser and Ishii [1] described several interfacis Rekimoto
et al. [2] presented a system for manipulatingtdigilata as physical tiles. Roy Want et al. [3kéid physical
documents with digital ones. Colin Swindells eff4].identified objects by pointing at them. Heilkilisto et al. [5]



defined a physical selection user interface paradigat covers interaction by touching RFID tagsnd ased a
mobile phone as a mediator between the user argbthiees.

Our contribution is in a general framework for regting pervasive services by touching tags, inesgmtations
for both the data stored in the tags and visual®ysnshown to the users, in a concrete middlewapementation,
and in usability and user experience studies. Tamdwork defines how the actions of touching RFDst are
transformed into context information and how thafoimation triggers the requested services. Thegsére
middleware implements this framework. It offers tipeneral functionality that is needed in buildingnmsive
services, including the delivery of RFID data asteat events. Usability and user experience wadieduto find
out the challenges in deploying this interactiorthod into everyday use.

2  Requesting services by touching

If a user can request services from a pervasiveesydy touching tags in the environment, how ddesright
service get activated? The key to a general solusido realize that the data read from a tag @aimterpreted as
contextual information. For example, the contextadiption “User A has requested a calendar viewdwching
object B”, where A and B are identifiers, can beated when the user touches a calendar symbohattdo an
object. Hence, the services that are activatedbbghing are like any other context-aware servidésen a tag is
touched, a pervasive system has to select thecsetivat is the most suitable for the user in hiher current
situation, where the situation is described bydé read from the tag and other contextual inftiomacollected by
the system.

An obvious objective is that the service activaed response to a user touching a tag is thecedhat the user
intended to activate. This matching can be fatdidaby using the RFID tag as a connection betwkerphysical
and digital worlds — as an index placed in the patsworld that points to the right digital servicEhe visual
symbol on the physical side of the tag communictitebe user the service to be activated whenagesttouched.
The digital side stores data that triggers theesponding service when delivered to the system.

The system generates context events from the datluged by the tag reader and other available &atstem
components implementing the services subscribba@dontext events they are interested in and caceps. These
components are located in the mobile terminal anthé network. They can fetch additional informatiasing
contextual information as a search key. They cgueast services from other components and interdlttihe user
through the mobile terminal’'s and other device®rusiterfaces. When there are alternatives foroperihg the
requested service (e.g. what to print), additi@mmaitext information can be used to narrow downdheices, for
example, the application on top on the phone’slajsgan be favored. One option is to present tee di
alternatives to the user.

We classify the tags as general and special tagengral tag is used to identify the object theisagttached to.
The visual symbol (general symbol) shown at thelébfipcorner in Figure 1 is used to indicate gehtgs in the
environent. Special tags identify objects as walk, in addition they represent some additional rimfation related
to the object: an action to be performed, a locatidRL, etc. The rest of the symbols shown in Feglrare special
symbols. These visual symbols have the appeardrihe general symbol augmented by an action symbol.

For example, a printer might have three specia:tagnt, Contact maintenancandInfo. This would result in a
maximum of four tags attached to a printer. Onlyohaject identifier identifying the printer is storén the general
tag. The data stored in a special tag corresponttsits symbol — in this case each special tag aiostdata
identifying an action. The parameters, e.g. theptebne number of the maintenance personnel, carbalstored in
the tag; or they can be fetched from the netwonkguthe data read from the tag as a search key.

We selected the NFC (Near Field Communication) &drfor storing data into RFID tags, as it suppsttsing
several records into a tag. Our aim is to storéh edata item (object identifier, action, URL, locatj etc) as a
separate record. We selected the Electronic ProGode (EPC) for identifying objects. The EPC camgaan
organization prefix, an object class and a senatlver. The organization prefix defines the orgaivnaeresponsible
for maintaining object classes and serial numbEh& object class determines the type of the olfexttag is



associated with, for exampl®rinter, Poster Room and Doorway. Finally, serial numbers enumerate all the
different instances of each object class.
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Figure 1. Visual symbols.

So far, we have specified the EPC representatiootject identifiers (actions are currently repraed as part of
the EPC). Other data items can be added flexiblyeas NFC records. For example, a globally uniqgeidantifier
might be used instead of an object identifier,theh more information would need to be fetched ftbennetwork.

3 Middleware

We have identified the fundamental requirementsgimeric-use pervasive middleware by examiningettisting
pervasive systems (e.g. Gaia [8], One.world [9H amra [10]) and requirement specifications. Theuieements
are: interoperability, discoverability, locatioratisparency, adaptability, and context-awarerlegsroperability is
the ability of two or more systems or componentexchange information and to use the informatiat tas been
exchanged. The requirement fliscoverabilitystates that the system components need to distoeesurrounding
entities and, conversely, the system components teebe discovered by the other entities in théesgd_ocation
transparency means the locations of the system components raresparent to the other components, the
programmer, and the usekdaptability is the ability of a software entity to adapt te tthanging environment.
Finally, the requirement afontext-awarenesstates that a pervasive system needs to be afvHre oser’s context
in order to provide relevant information and seegito the user.

We have utilized the five identified requiremenssthe basis for our pervasive middleware developnigme
main difference between our work and the otherdygfemiddleware that offer similar functionalitytisat we have
targeted the middleware for mobile devices; tecbgiels that would hinder its usage in resource-fichitnobile
devices are avoided.

Our middleware architecture divides functionalityoi components, each of which is specialized inestask or
domain area and provides corresponding functign#gitthe other entities in the system. This CAPNEDntext-
Aware Pervasive Networking) middleware masks themexity of networks and distributed systems aretahy
allows developers to focus on application-spedsfsuies. Furthermore, it factors out the commonbdusinctions
into independent components, so they can be slzmmeds platforms and software environments. Thispoment
framework is illustrated in Figure 2.

A component can represent a service in the usavsament, such as a printer or a projector, wipobvides
an analogy between the digital and physical worlde components live inside a container calledragine. The
engine core fulfills the five fundamental requirertg It handles interoperability with the other ieveg and
components in the system. It provides locationsppanency to the components and mechanisms forwdisog
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resources, services, and other components in tteray Context-awareness is provided to the systemohtext
components, and adaptability is supported by dyaaligi reconfigurable stub objects. The engine dao eontain
an unspecified number of other components thaglaidded value to the system.
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Figure 2. CAPNET architecture overview.

The applications (i.e. the services the user ipteravith) are components as well. They can utiliteer
components in the system, regardless of where pipdication or components are physically locatedjufé 3
illustrates a system that consists of a mobile pheomd two network servers. The application, runminghe mobile
phone, utilizes keyboard and projector servicggasented by corresponding components.

Engine
Mobile phone

Engine
Server2

I

Figure 3. CAPNET engines and services.

The engine core consists of service discovery, agisg, context and component management cCOmporiems.
main controlling unit of an engine is called compohmanagement. It controls all components by t@athiem into
the system, initializing, starting, and terminatitieem. It also processes requests from the othemponents
concerning component access. The messaging compprmeides synchronous and asynchronous commuaitati
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mechanisms to the other components. Furthermoressageng provides distribution and interoperability
mechanisms between the components. All communitditedween components in different engines flowsugh
the messaging component.

The service discovery component is used to discamdrlocate services, resources, and other comfmoimethe
environment. When a component (client) needs thécgs of another component, it selects a compoinent a list
of alternatives provided by the service discovemy asks component management to provide a refettentee
selected component. The context component prowdetext information, both synchronously and asyocbusly,
as context events. It utilizes the available sen&mracquiring contextual data from the environtnen

Dynamically reconfigurable stubs provide locatioansparency to the CAPNET system. When an appitati
requests a component, component management retwtob object, which represents the requested coempolf
the requested component is located outside thé émgane, the stub utilizes messaging to redireatonent calls
to the actual component in a remote engine. Iettecution environment of an application changestdulee user’s
mobility, component management can adapt the systerihe new situation by reconfiguring the stubsl an
associating them with the corresponding servicéBemew environment.

We have built applications utilizing RFID tags aptof this middleware. The middleware generategestn
events when users touch RFID tags. The applicatieast to these events either by offering the rsigukservice
themselves or by requesting from the middlewarecthponent offering the service and redirecting sbevice
request to that component.

4  Usability and user experiencetests

We made the first usability tests with a prototytpat consisted of applications running on mobilenghand a
number of services in the environment. The middtewéor Symbian mobile phones included component
management, messaging, and context components. |&enmmiddleware was implemented on network serirers
Java language. The mobile phone was provided witexéernal RFID reader module that communicatet wie
mobile phone via Bluetooth. The visual tags presgrin Figure 1 were used to label the services. ddta
representation described in the earlier section masfully implemented, but this deficiency was dédh by the
middleware.

The main goal of this test was to study how wedraglo understand the meaning of the visual symiétsalso
wanted to compare the general and special tagshdfarore, we were interested in the user experjence
acceptability, and first impressions of this newht@ology. The test users were students and stafibaes of the
university. Eight individuals formed four pairs. dtaverage age was 28 and all the participants wmere The
participants evaluated themselves to have goots skilsing this kind of technology. The phone magdeed in the
tests (Nokia 6600) was familiar to almost everydkiso, technology played an important part in theieryday life.
The participants were interested in using new teldgy and they had a positive attitude toward neshmhology in
general. In spite of that, their attitude towarthgRFID tags was initially quite reserved.

The material for this study was collected usingkhig aloud methods. Observing, forms, and disogssiere
also used as tools. Tasks were carried out bydire pn two days. The tasks were observed. Aftésting a task,
the test users were asked to fill out question $orBach pair filled out two forms: one for backgrdunformation
and one for feelings and comments about the test@se Discussions were recorded during the testam filling.

In all the tasks the users had two alternativest,Rhey were able to proceed by touching a gésgrabol (i.e. a
general tag) and then selecting an action fronptiane’s user interface. In these tests, touchiggreeral symbol
always triggered a service that listed on the teatrs display the other services available for thgect. The second
alternative was to touch a special symbol (i.qpeci&l tag associated with an action) that offetiegict access to the
service. During the first day the test users wél@vad to choose which symbol they wanted to usidee the
general symbol or one of the special symbols. Tehe day they were at the beginning allowed to $aleesymbol.
After that they were asked to try out the one thagt not yet selected. In the tests, the particgppeatformed as Kari
in the following scenario:



“Kari is a new employee in a company and has beeited to a meeting with his manager Janne.
However, Kari finds out that Janne is not in hificef at the appointed time. Kari has been told that
building is equipped with services which can beeased by touching tags with a mobile phone. Tags ar
indicated with visual symbols that can be easigogmnized from the environment and that suggesofiesed
service. Kari notices some tags next to the doodamine’s office, and one of them looks like a cdden
Intuitively, Kari associates the calendar tag witimne’s schedule and touches it with his phones attion
opens a calendar application with Janne’s caleagpointments on Kari's phone’s display. It appehet
Janne has scheduled the meeting in a meeting musteaid of his office.

Kari notices a map tag next to the calendar tagKas touches it with his phone, the phone opens an
application which shows a route to Janne’s locatiich is the meeting room. As Kari starts walking
towards the meeting room, he notices a printehéndorridor. Kari finds out that the printer is dédd with
two tags; the first one is a general tag. Kari eisdées the second tag to a printing action andhesiét with
his phone. Since the map application is on topherphone’s display, the map is printed. As a cityipKari
also touches the first tag. This causes a listvaflable services to be shown on his phdpent, Info and
Call maintenanceThus, Kari finds out that, with a general tagche access all the available services related
to the printer. Finally, Kari finds the meeting moWhen he is about to enter the room, he discosamse
tags next to the door of the meeting room. He aasescone tag with the meeting profile and toudghesth
his phone. As a consequence, the phone changpsaffile into the meeting mode, and no phone cafiticb
him during the meeting.

When the meeting is over, Kari needs to make avasen for a cocktail party for the evening. Hads
some tags from the brochure of the company orgagpittie party. One tag is next to a contact nunmeri.
associates this tag with a phone call and toudhéssia consequence, a phone call is initialized Kari
makes the reservation. Finally, before going bamkéy, Kari finds out he has to enroll in a weekeodrse.
While he is writing an SMS to the course assisthatnotices a computer with a tag attached tooitiching
the tag enhances the mobile phone with advanceat iapd output capabilities: the display of the SMS
application is transferred to the computer’s largereen, and the text can be typed using the cariput
keyboard.”

Some stages of the test are illustrated in Figurén4the pictures, the user is holding the tag eeatiat
communicates via Bluetooth with the mobile phomethe situation shown on the left, the printer s®ris used.
Next, the user locates another employee in theliogjl In the third situation, the user is at théicef doorway and
uses the services he has found. In the situatiowrston the right, the user interface of the SMSliagpon has
been transferred onto the computer’s screen.
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Figure 4. Experiments.

The middleware and the applications worked as d@rpeduring the test sessions. The GPRS connectied it
communication with the server side components thtced latency, which was easy to notice especally the
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keyboard service. However, the perceived problemsewegligible and did not have any noticeablecefém the
tests.

The results can be roughly categorized under thewimg five topics: usability, control, securitytility, and
social acceptability. We will discuss usabilitysfirThe users learned to use the special tags alraaitygdthe first
usage situation. Special tags were preferred tergétags because they present their meaning onerete way.
They were judged as logical, fast and easy to degever, the users noticed that it might be diffi¢a find the
correct symbol for a certain task among severaasijt special tags. Furthermore, the users vahediplicity
resulting from a single general tag. The usersedline colors and simple symbols as well. They admd have
symbol features which were familiar from earlierage contexts; it is clear that familiar featuresilifate
recognition in new usage situations. Finally, syhgdacement was found important in terms of usghilConsistent
placement helps in recognizing and interpretinglsyls

Related user trials of selecting mobile serviceficate that the physical pointing method can baiggantly
faster than the conventional method [6]. Usabaitydies concerning a mobile device’'s menu strustatggest that
a hierarchical menu suits novice users well. Aneexmuser may wish for short-cut codes which bypides
navigation structure and allow direct access todésred task [7]. Such results, together with@hsgervations of a
fast learning rate, indicate that the special tgssuitable for expert users — providing thatviseal symbols are
unambiguous. In other words, the perceived affardarll] of the visual symbols (together with tligeots they
are attached to) have to match with the servicas déine activated when the symbols are touched.eRert
affordance refers here to the user’s perceptiomhaft can be done with a visual symbol, what kindetice can be
requested. Lars Erik Holmquist et al. [12] also bagize the importance of affordance. A further leingle is
introduced by the fact that users can give differaeanings to a symbol depending on the usagetisituand
personal background. For example, the test usées tioat they interpret an envelope symbol on apeder display
as a symbol for e-mail, but on a mobile phone’pldis as a symbol for SMS.

Automated service activation was discussed dutiegtésts — services could be activated when aeugers the
tag’s proximity. The users preferred clear manga&lrunteraction because it gives a better feelingpatrollability.
A related finding was that a feeling of controllithirequires clear feedback to the user. Feedbak not required
if the service started immediately after touching@ Lauri Pohjanheimo et al. [6] also mentiordfegeck as one of
the key usability issues. Although special tags ewvgreferred, general tags produced a better feedihg
controllability, as the users could select a serfiom the menu.

The users found the special tags more secure tthasethe general tags because they give moreniafion
about the expected system behavior. The mobile ghams important for everyone and it was mentioned a
natural, familiar and secure terminal for the tdstervices. However, to assess security, the ugamsed to know
who is behind the services. They did not want $& their personal mobile phones if they doubted #hservice is
not secure. New technology was found to be sectnwsed in a familiar environment — but touchiagstwith
one’s own mobile phone in public places was comsilieisky. Eija Kaasinen [13] has found similar ules
regarding control and security.

The users clearly evaluated the utility of the B®w through their personal needs. The tested cesrwvere
mentioned to be useful. The special symbols wewadato result in higher utility because they weastér and
easier to use. However, it seemed utility is natugih for everyday use — acceptance is requireceis e mobile
phone was said to be an acceptable terminal fotefted services. The test users were ready tthase services
immediately or within one year in their home enmiment if the required facilities and a positive agphere exist.
They were not ready to use the services elsewberguse they considered the security risk to béigio — and
because they were embarrassed about touching RigDIin public places. It seems that although taogcls a
natural action as such, it is not necessarily ctarsid as a socially acceptable way to use new démim

5 Conclusions

We presented a general framework for requestingcssr by touching RFID tags. The prototype impletimenthis
framework worked well. The first usability testgggest that touching is a natural and easy waydoes services.
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The test users adopted a positive attitude towRFIB tags during the test. The special tags triggeservices with
one touch were preferred to the general tags thaged a list of alternatives to be shown on theneisodisplay.
The feeling of controllability seems to have a ¢desable effect in adopting new technology like RRhgs.
Designing unambiguous symbols is challenging, @srpnetation is linked to the usage situation aedsgnal
background. On the other hand, this characteristidd be used to promote the acceptance of newaddady — by
bringing well known local symbols into the usereirfiace.

We found social acceptability and security to bg feetors in deploying RFID tags in our everydayissmment.
The environment seems to have an important effethe feeling of security — the tested technology wonsidered
to be more secure in the familiar home environntieah in public environments. Social acceptabiliiy ®@ven be
the deciding factor when people consider whethestéot using RFID tags. Acting under the watchfyés of
strangers or in an otherwise negative atmosphegatrbie a barrier for some users. These findinggestghat the
first RFID applications should be developed in féanienvironments (e.g. homes) — the applicatiomaila/ be
trusted and users would not be ashamed of toudhiygy with a mobile phone. After getting accustortee®FID
tags, public usage might have a lower thresholterAhtive physical selection methods might alsonmte wide-
scale usage, for example, some users might preferquest services by pointing to the visual syslatead of
touching them.

Our findings are inline with the results reportgddthers. However, pervasive applications are cherized by
variability in usage situations and this introducesv challenges that need further research befooe gsability
and positive user experience can be guaranteedvilVeontinue the research. The tests reported ene quite
modest, and hence these results are only prelignifidie development of the middleware and the remtasions
continues. We have obtained RFID readers thatraegriated into mobile phones and hence can stalyisyg how
users regard touching tags with a phone insteadsafparate reader. We are creating a wider sasudlhsymbols
and are going to conduct more usability and uspeeence studies to verify and further elaboragefihdings. We
are keen on finding new tools for designing vissiahbols through the concept of affordance. Alsahir work is
needed to clarify factors affecting acceptabilitydifferent environments and contexts.
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